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ABSTRACT

Group key management is an important functional building block for any secure multicast
architecture. In this regards, it is identified some security issues in the group key management
when a user join or leave the group then forward secrecy and backward secrecy issues comes in
the multicast networks. This paper provides an efficient and improve mechanism for group key
management solutions with computational and communication overhead are less while
rekeying cost also minimize. The proposed approached is known as Elliptic Curve Cryptography
(ECC) based secure Group Communication.

Keywords: Group key management, Multicast security, Key management protocol, Elliptic
Curve Cryptography.

1 INTRODUCTION

Computer network is one of the parts of modern era. A computer network is basically the
combination of computers and different type of devices that are interfaced by various
resources i.e. communications channels that provide the communications among users and
allows them facility of sharing the resources [63]. Multicast is one of the service that provide
different type of ways for communication such as one to many, many to one, many to many.

Multicast refers to the transmission of a message from one sender to multiple receivers or
from multiple Senders to multiple receivers [1, 2]. The advantage of multicast is that, it enables
the desired applications to service many users without overloading a network and resources in
the server. If the same message is to be sent to different destinations, multicast is preferred to
multiple unicast. Group Communication introduces the challenging issues relating to group
confidentiality and key management, when a source that sends data to a set of receivers in a
multicast session. The security of the session is managed by two main functional, first is Group
Controller (GC) responsible for authentication, authorization and access control, whereas
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second is known a Key Server (KS) responsible for the maintenance and distribution of the
required key material [7]. Different types of multicast security are given below:

Security is the one of the issue in the multicast. There are four type of multicast security
such as multicast receiver access control, multicast source authentication, multicast
fingerprinting and group key management. All these multicast security have some issues and
researchers provided solution for multicast security issues. We have selected group key
management research area and rests of the multicast group security discuss in with details the
next section.

1.1 Group Key Management

Multicasting optimizes the usage of network links by sending one packet to the whole
multicast group instead of sending a separate packet to each receiver; it is very natural to
encrypt the multicast packets only once too. This leads us to the introduction of the concept of
the group key [26]. A group key is a common security key that is distributed to the whole secure
group. Group key can be used to encrypt a multicast packet and the valid multicast users are
able to decrypt the packet using the group key. The usage of group key itself is very simple, but
the distribution and revocation situations are problematic [47]. When a member of a multicast
group leaves the group all the common group keys have to be renewed so that the leaving
member cannot receive any later messages destined to the group. As we do not have any more
secure group keys which we could use to distribute the new group keys to each member we
have to use member specific keys or some other way to create a new group key. From
performance standpoint the key renewal operation becomes very heavy if the number of group
members is very large and only one server is responsible for doing it. To distribute new keys to
every member separately is very ineffective In general we are able to identify characteristics for
key distribution system that should be considered when we are selecting or defining a key
management scheme.

In other words we can say that group key encryption used in which the multicast traffic is
encrypted with a symmetric key and every authorized member of the group is given the
decryption key. This becomes complicated when group membership is Dynamic. Upon a change
in membership, it is often necessary to change the group key so that the leaving member
cannot access new broadcasts or a new member cannot access old broadcasts. The term leave
is used to describe the act of a voluntary or forced leave.

The phenomenal growth of the Internet in the last few years and the increase of bandwidth
in today’s networks have provided both inspiration and motivation for the development of new
services, combining voice, video and text over Internet Protocol. Although unicast
communications have been predominant so far, the demand for multicast communications is
increasing both from the internet service providers and from content or media providers and
distributors. Indeed, multicasting is increasingly used as an efficient communication mechanism
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for group-oriented applications on the Internet such as video conferencing, interactive group
games, video on demand, TV over Internet, e-learning, software updates, database replication
and broadcasting stock quotes. Key management is the base for providing common security
services (data secrecy, authentication and integrity) for group communication. The main goal of
this research is to demonstrate how provably our proposed security improvement in group key
management protocol can be combined with reliable group communication services to obtain
provably efficient communication and computation costs [3].

In near future the networks will have bandwidths ranging from kilobits per second to
gigabits per second. Networks will have different users and applications in heterogeneous
network environments. There are two types of security issues in the group key management
security requirement and quality of services. There are different types of security requirement
in group key management such as forward secrecy, backward secrecy, collusion freedom, key
independence and trust relationship [37]. Forward secrecy requires that users who left the
group should not have access to any future key. This ensures that a member cannot decrypt
data after it leaves the group. To assure forward secrecy, a re-key of the group with a new TEK
after each leave from the group is the ultimate solution. Backward Secrecy requires that a new
user that joins the session should not have access to any old key. This ensures that a member
cannot decrypt data sent before it joins the group. To assure backward secrecy, a re-key of the
group with a new TEK after each join to the group is the ultimate solution. Collusion Freedom:
its requirements that any set of fraudulent users should not be able to deduce the current
traffic encryption key. Key Independence: This ensures that any subset of a group keys must not
be able to discover any other group key. Trust relationship: This is emphasized by definition of
verifiable trust relationship that consists of two requirements: One as Group members are
trusted not to reveal the group key or secret values that may lead to its computation to any
other party, and another as group members must be able to verify the computation steps of
the group key management protocol.

There are some important factors which affect the quality of group key management that
are given such as Low Bandwidth Overhead and 1-Affects-N. Low Bandwidth Overhead: The re-
key of the group should not induce a high number of messages, especially for dynamic groups.
Ideally, this should be independent from the group size.

Affects-N: a protocol suffers from the 1-affects-n phenomenon if a single membership
change in the group affects all the other group members. This happens typically when a single
membership change requires that all group members commit to a new TEK

1.2 Background

First of all we are discussing type of multicast; there are three types of multicast
communication: One-to-many, many-to-many and many-to-one. In every type of
communication the idea is the same: The sender directs all datagram to a single IP address once
and the datagram are delivered to every member of the multicast group.
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One-to-many communication there exists only one sender and more than one hosts that
are listening to the senders datagram. This is natural way for all types of on demand and file
distribution services. One of the examples of one-to-many communications is telecast movies
and all kinds of TV material.

Many-to-many multicast communication occurs usually when we are dealing with group
communication. Video conferencing and other conferencing services are the example of many
to many communications. More specifically these might include online gaming and online
mentoring systems.

Many-to-one type of communication is very useful when we are providing high availability
resource discovery and data collection services to large amount users. Auctioning services is the
example of many to one communication.

Multicasting is achieved with special routers, which keep track of all the networks within its
rooting domain that contain multicast/host group members. The routers do not have to keep
track of all the members of multicast group. They just need to know the networks towards
which they should copy the multicast datagram. In principle, the sender doesn't have to keep
track of all the recipients either. But when we keep in mind the nature of most multicasting
services, in practice there has to be some entity on behalf of service provider that registers all
the receiving parties. And this is essentially the case from the security point of view too

1. Group Management
Multicasting provides very dynamic framework for managing group members. Members
can join and leave groups at any time with the help of Internet group management
protocol (IGMP) [57]. A group can contain any number of member hosts. Also, there is no
restriction on the number of groups that a host can belong to. IGMP operates only at LAN
level between group hosts and closest LAN routers. In IPv4 IGMP is an extension to Internet
Control Message Protocol (ICMP)

3. IGMP is an asymmetric protocol meaning that member hosts are the only ones sending
IGMP messages. They communicate with the closest multicast router with join or leave
group messages. The task of the router is then to forward the host’s will upstream towards
the multicast source or rendezvous point using multicast routing protocols. IGMP in its
simplicity doesn’t provide any means for authenticating hosts or users when they are
requesting or quitting the membership of a group. For services like our imaginative
Tatasky.com the authentication of service users is extremely important. So to make
multicast services viable for providers and secure for users we need additional services and
protocols.

1.2.1 Multicast Key Management
Secure multicast communication requires that the messages between group members are
authenticated, encrypted and integrity checked [48]. The group members want to be sure that
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their communication is not eavesdropped and that they are sure whom they are really
communicating with. The requested quality service level has to be guaranteed even though
security services are in use in the network. And when the composition of the group is changing
the group members and service providers want to be absolutely sure that members leaving the
group cannot read the messages [23, 29].

1.2.2 Group Key Management

Group key management is an important functional building block for any secure multicast
architecture. A group key management (GKM) protocol supports protected communication
between members of a secure group. A secure group is a collection of members, who may be
senders, receivers, or both receivers and senders to other members of the group. A group key
management protocol helps to ensure that only members of a secure group can gain access to
group data and can authenticate group data [9, 25, and 33]. There are many approaches exist
[24][30][31][32] to provide the solution of group key management problems but mostly use
the RSA and Deffi-Hellman approach to create and share the key between source and
destination but these algorithms also increase the computing and communication overheads of
system. Our proposed approach “Elliptic Curve Cryptography (ECC) based secure Group
Communication is one option to reduce the computing and communication at source as well as
destination. Section 2 is discussing the proposed approach.

2 PROPOSED WORK

Multicast communication suffers from receiver access problem due to forward secrecy,
backward secrecy. The group key management is an efficient mechanism to handle this
situation. But there are many factors which effect the communication, computation overhead,
message size, storage overhead [36], these factors are as following:

1. Heterogeneous nature of the group membership affects the possible type of encryption
algorithm to be used, and the length of the key that can be supported by an end user.

2. The cost of setting up and initializing the entire system parameters, such as selection of the
group controller (GC), group announcement, member join and initial key distribution.

3. Administrative policies, such as those defining which members have the authorization to
generate keys.

4. Required level of performance of parameters, such as session sustainability, and key
generation rates.

5. Required additional external support mechanisms, such as the availability of a certificate
authority (CA).

There are we require efficient group key management approach to secure the system and
reduce the overhead in the existing approach [10, 29]. Exist key graph [52] proposed the
extension of the binary key tree to 4-ary key tree. 4-ary key tree overcome the problem of re-
keying in terms of height of the key tree. Using a greater degree reduces the height of the key
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tree and, as a result, improves re-keying performance. Performance of re-keying measured in
terms of computation overhead, communication overhead, message size and storage overhead.
Really, optimal results are gained when the tree has a degree of 4. In the figure 1(a) illustrates
the logical key tree with two nodes when there are seven joining members (u; through uy).
When ug joins, the key server first attaches it to node K;;as shown in figure 1(b), and then,
changes the group key Kg and the node key K;,to K'g and K';, respectively. For delivering
them, each new key is encrypted with the previous one (Ks and Kj ; respectively), and a set of
them are sent by multicast for existing members. For the new member they are sent by unicast
being encrypted with its session key. On the other hand, when a member leaves the group, new
keys are encrypted by their corresponding child keys, and a set of them are sent for remaining
members by multicast. For example, when member ug leaves the group shown in figure 5(b),
the key server changes K';, and K'g to K''1, and K™’ respectively. Then, it delivers K1, for
{us,ue,u7} being encrypted by Ks, K¢ and Ky, and K'g for {ui,u,,us,us} and {us,us,us} being
encrypted by K; ; and K™'1; respectively. A set of these keys are sent by one multicast message.

Group Eey
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/;‘7(-:’*- i S ,.//- T
g , TN Iy .
./Ku ) { Kz ) f ( K )
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Figure 1: Logical Key Tree for Key Graph (a) 4-Ary Tree for Seven Members (b) 4-Ary Tree for Eight
Members

2.1 Proposed System Model

The proposed protocol is based on the idea of key graph that manages the whole group on
the basis of logical 4-ary key tree or key tree is the extended version of binary tree. In this
protocol, we have divided whole group in several subgroups and every subgroup organized in a
logical key hierarchy as in 4-ary key tree which reduce the complexity for a member join or
leave from O (m) to O (log4n/m). The members in each subgroup contribute with each other to
generate the subgroup key. This process delegates the key update process at a leave Process
from the key server side to the member side. The proposed protocol works in a hierarchy of
two levels of controllers; the first for the group controller (GC) and the second is the subgroup
controller (SC). The GC shares a symmetric key with all SCs which are trusted entities. The role
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of the SCs is to translate the data coming to their subgroups. Each SC works as the server of its
subgroup. Figure 2 lllustrate the structure of proposed protocol.
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Figure 2: Group Formation Procedure

The main objective of this protocol is to management a symmetric key between all group
members in order to preserve the security of group communication. In case of dynamicity
occurs in the group membership by joining or leaving the group, the group key should be
updated to maintain backward secrecy and forward secrecy. The structure of the subgroup
hierarchy in the proposed protocol is shown in figure 2. The subgroup is organized in a
hierarchy like the LKH approach [34, 53] and KS is the key of the group key. For the Process of
the proposed protocol are following:

1. Inthis approach key server is a trusted entity which responsible for generate required keys
and for distributing those keys to valid group members as shown in the figure 2 and Every
member of the group has IGMP membership, when a new member joins a group; it sends
an IGMP membership report message to its neighboring router to have the multicast data
delivered from a multicast sender. Other side, the member sends a join request message to
the key server to obtain the group key by which the multicast data is encrypted. This is
different from other LKH approaches, in term to handle a large number of members
efficiently; our approach divides group members into subgroups. For example 256
members are divided into 16 subgroups as shown in figure 3.

2. Our approach applies the concept of key tree in LKH to the subgroups. In the logical key
tree, leaf nodes correspond to subgroups, not individual members. Similar to other LKH
approaches, the root node corresponds to the group key, and the intermediate nodes
correspond to traffic encryption key (TEK) used for key transfers.

3. The division of group members into subgroups is performed so that a balanced tree is
constructed. In this case, by dividing n (256) members into subgroups whose size is m (16)
members, we will have I'm/m7 subgroups, and the height of the tree will be logsIn/m7.
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For example the group divided into 16 subgroups from 1 to 16 subgroups and height of the
tree is 3 as shown in figure 3.

[ m=16.n=2506

TEK (Nodes)

|
| |

Subgroup Keys

Sge Sgio Sgl1 Sgi2

Figure 3: Logical Key Tree in Proposed Approach

4. When a member joins a group, it is allocated to a subgroup. At this time, the member

obtains the following three kinds of key information from the key server.

a. The private key: This key which is shared only with the key server is used to transfer
information securely between the key server and the member. Moreover, this key may
be a predetermined key, or assigned dynamically through a secure channel such as TLS
[54].

b. The keys which are defined in accordance with the logical key tree: As described above,
they include the subgroup key, the node keys and the group key, along the path from
the leaf node (corresponding to the subgroup) to the root node. We call these keys the
path set.

C. The key information of other members in the subgroup: This information is used to
change the subgroup key, the node keys and the group key when a member in the
subgroup leaves the multicast group. This information is called the inverse value in the
rest of the paper. The details of these keys are described below in this section and in the
next section. For generating subgroup keys, node keys and group keys, our approach
uses the modular exponential calculation over the finite field [55] using member secrets
and the server secrets. A member secret is a value which is assigned to each member at
join and a server secret is a value which is assigned to each subgroup at join to ensure
backward secrecy. These values are generated by the server at join (see next section).
Moreover, each subgroup key is generated by using the member secrets and the server

URL: http://dx.doi.org/10.14738/tnc.21.7 | 8 |


http://dx.doi.org/10.14738/tnc.21.7

TRANSACTIONS ON NETWORKS AND COMMUNICATIONS, VOLUME 2, Nol (2014)
secret assigned to that subgroup with modular exponentiation. Next, the node keys and
the group key are calculated from two child node keys in the logical key tree.

5. The group key and the subgroup key at join are updated as follow: First, the key server
generates a member secret for the new member and finds its inverse value. Next, the
corresponding subgroup key, where the new member is allocated, the TEK and the group
key along the path are updated by adding the corresponding member secret and the new
value of server secret to the exponent parts of those keys with modular exponential
function. By changing the server secret at each join, the backward secrecy is satisfied.

6. In order to update the keys efficiently at leave, we use inverse values of member secrets.
Any member in a subgroup is in-formed of the inverse values of all the other members in
the sub-group except its own. By using the inverse values at leave, the path set in the
subgroup whose member leaves can be updated by the remaining members themselves
rather than delivered by the key server. New keys can be calculated by applying the in-
verse value of the leaving member to the exponent part of the previous keys by modular
exponentiation. For the members who do not belong to the same subgroup to which the
leaving member belonged, the inverse value of the leaving member is delivered by the key
server. This procedure satisfies the forward secrecy with low overhead.

2.2 Design Methodology

2.2.1 Key Generation
As mentioned above, we use the modular exponential function as a one-way function. Since
p is a large prime and g is the primitive element of multiplicative group Z it is computationally
difficult to determine a given g and g*(mod p). Based on this property, the subgroup keys, the
node keys and the group key are organized as follows.

First of all, the member secret aji is selected under the condition that 2 < a} < p—2and
ged (o, p-1)=1.

The server secret the server secret ajs is selected under the condition that is selected under
the conditionthat 2 < o’ < p — 2.

Using those secrets, the subgroup key for subgroup j is «calculated by K;
= gajlajz a}"af(mod p). The node keys and the group key are organized by multiplying

the exponents of its two child node keys (or the subgroup keys) in the logical key tree.

In order to illustrate the algorithm for re-keying, we use a simple example of multicast
group divided into 16 subgroups; subgroup 1 to 16 with m members and subgroup 16 with m -1
members respectively. Figure 3 depicts the logical key tree for this group. The members of
subgroups 1,2,3,4 own subgroup keys K;, K, K3 and K, respectively, node key Kj 4. The
members of subgroups 5,6,7,8 own subgroup keys Ks, K¢, K7 and Kg respectively, node key Ks, s,
The members of subgroups 9,10,11,12 own subgroup keys Kq, K10, K11 and K, respectively, node
key Ko 12. The members of subgroups 13,14,15,16 own subgroup keys Kis, Kis, Kis and Kig
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respectively, node key Kizis and group key Kg. In this process key server used pre-
computational function (PK) for calculating key when member join or leave the group and by
using this pre-computational function process , we have minimized the computational cost
during key generation and the keys are calculated as follows:

Ki= g ot ..o Tachoc!S (mod p)
K= g o3 ... ol Ty (mod p)
K= g o ... o Toclects (mod p)
K= g &5 ... P Tocbocts (mod p)
Ks= g ot ... o LocMocts (mod p)
Ke= g o} ... ol TocMocs (mod p)
K= g 3 ... ol Toclocls (mod p)
Ke= g & ... Loclocls (mod p)
Ko= g o3 ... o LMoy (mod p)
Kio= g <1 ... oy Toc octS) (mod p)
Kpn= g oty oo Tocl ol (mod p)
K= g oty s o Lo oS, (mod p)
Kis= g <13 ... o T ol (mod p)
K= g <1y oo o Toc oclS, (mod p)
Kis= g ol ... o Toc ok, (mod p)
Kie= g Xig ..... o LockS, (mod p)
Kia= g(maq) (myan) (ma3) (m;04) (mod p)
Kss= g(m;as)(mae)(ma7)(m;ag) (mod p)
Ko,12= g (mm;09) (10;0010) (1011 ) (TT312) (mod p)
Ke= (PK13,16PK9,12PK5,8)a%6 """""""" aﬁ_la!fe (mod p)

2.2.2 Join Process
We now use to explain how re-keying is done when a new member joins the multicast
group. In this process key server used pre-computational function for calculating key when
member join or leave the group and this pre-computational function process minimized the
computational cost during key generation. The procedure is as follows:
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When key server receives a join request, it authenticates the member. This may be done by
the conventional approach such as remote authentication dial in user service (RADIUS) [56],
and we do not discuss this procedure. If required, the key server assigns the session key,
and sends it to the member.

The key server determines the subgroup for the new member and assigns the identity
within the subgroup. In this example, the new member belongs to subgroup 16 and its
identity is m. At this time, the path set for subgroup16, the keys K13, K14, K15, K16 and KG
need to be changed to new ones.

The key server assigns member secret of} to uj}, and calculates its inverse value o(lnén as
well.

The key server changes the server secret assigned to subgroup 16 from o, to (x!156.

The key server updates K16, K13,16 and KG to K'16, K'16 and K'G using ot and oS in
the following way.

K'16= g ol ... oM T 'S, (mod p)
K'13,16= g(Tr013) (T030t14) (M3015) (5 036) (Mod p)
K'G= (PK13,16PK9,12PK5,8)O&6 """""""" o ot afs  (mod p)

The key server encrypts {K'16, K'1316, K'c},and the inverse values of the other members
in that subgroup, a7} ........a7 1 by KpJ than it sends this encrypted message through

unicast to o«<J; . It has been given below:

SUnicast oY ( K K K 1 —m—l)K m
—{oc: } {( K'a6, K'13,16, K'G, @3 e oo 7] Pie)-

Server encryptsaIﬁ , and K'16 by Kl16for subgroup 16, K'13,16 by K13,16 for subgroup
13,14,15, K’'G by KG for subgroup 1 to 12,and distributes these encrypted keys through
multicast for existing members. This process describe as following:

Multicast .
S———{Existing Members}

A( fﬂ?, K'16) Kig,( K'13,16) K13,16,( K'6) Kg }.
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Figure 4: Joining Process of Proposed Approach

The complete process of join a group and assign the key is give in figure 4. In this process,
each updated key is encrypted by the previous one for existing members, and as a result, only
the members who know the corresponding previous keys can decrypt the encrypted message
containing the new keys.

2.2.3 Leave Process
When user uj; leaves the group then all member of the group affected by this change and

key server changes the group key or path key such as K'1gto K16 Ki316t0 K™ '1316and Ksto K™,
According to our protocol, these updated keys do not need to be sent to the remaining
members. Instead, the key server just prepares one message for subgroup 16 indicating uj;

leaves and delivers a/" for subgroup 1 to 15. The value of a;[" is encrypted into multiple

copies by Kisand Kz 16 for subgroup 15 and 1 to 14 respectively. The key server sends this
message through multicast. This process describe as following:

Multicast o _ _
S———{Remaining members} {(a1.") Kis, ( @1.™) K13 16}-

And the complete process of join a group and assign the key is give in figure 5.

When the remaining members receive this message, they decrypt it by the corresponding
keys and then Use u7; to update those keys.

K™ 16= (K'16) @1 (mod p)
= g oclg .. 0TI, (mod p)
K 6= g ock, ..o ods (mod p)
K" 13,16= (K'16) @3s" (mod p)
= g(maq3)(m;aq4)(mi0q5) (1246 (mod p)
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= g(mya13) (M@ 14) (Mi045) (-1 Q4¢) (mod p)
K" =(K'g) as™ (mod p)
— {PK PK PK ]n:tﬁ...............n:l_gnama!s ( d )
= 13,164 f9,124 g 16@15 mod p
— RN Syl
= (PKy3,6PKg 15 PK; ) Oe (mod p)
Member Kevs
Member send a leave request to the key server ey server
- Key server take
A inverse wvalue of
leaving member
and send to
‘ g\la\ue existing members
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5
=]
E
=
=1 4]
£
=
= :) Data Securely
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Figure 5: Leaving Process of Proposed Approach

As we notice, the key server does not need to generate new keys (TEK and group key) after
a leave. Instead, it just sends the inverse value of leaving member to remaining members. Then,
the remaining members update the necessary keys. In this way, updating the keys after a leave
is shifted to member’s side which improves the efficiency of re-keying

3 COMPARISON

3.1 Computational Overhead

Computational overhead depending on the Key generation overhead and
encryption/decryption overhead as following:

3.1.1 Key Generation Overhead
Key generation overhead at the key server and member node along the path to the root at
each join or leave Process and formula for key generation overhead summarize in table 1.

The table 1 shows that the number of key generations at the key server is almost equal to
the height of the key tree. First of all, Simple App. has the smallest overhead at the key server
both join and leave process. Our approach minimizes number of key generation at the key
server both join and leave process as compare to LKH and OFT. By contrast, because of smaller
size of hg, the key server generates fewer keys at join. Most importantly, the key server does
not need to generate new keys for the members at leave.
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On the other hand in simple application and LKH, a member node does not generate any
keys by it at each event, but in OFT the new member at join and a remaining member node
along the path at leave need generate new node keys by mixing two hash values. At a member
leave process the group and subgroup controller doesn't generate any keys. Instead it
multicasts the identity of the leaving member to all the group and subgroup members to be
factored from the subgroup key by using the leaving member's inverse value. Figure 6(a) and
6(b) shows comparative result of number of key generation overhead on the basis of group size
and number of key generated at the key server.

TABLE 1: Key Generation

Process on Key Server Process on Member
Approaches Node Node
Join Leave Join Leave
Simple 2 1 0 0
Application
LKH log,n log,n 0 0
OFT log,n log,n-1 log,n log,n
Our Protocol log, rn/m- 0 0 0

From the figure 6 (a) one can notice that the proposed protocol has minimized overhead at
the join process because the key server reduced the height of key tree by using 4-ary key tree.
From the figure 6(b) one can notice that the proposed protocol has the smallest overhead at
the leave process because the key server doesn't generate any keys in that case.

25
20 +4

15
——Our Approach

—a—Simple app.
LKH
—=—0OFT

10

T . _..-»:"'f"’:!-:

16 64 256 1024 4096 16384 65536 262144 1048536
Group Size

Number of Key Generated at Server

Figure 6(a): Key Generation Overhead at the Key Server during Join Process
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Figure 6 (b): Key Generation Overhead at the Key Server during Leave Process

Figure 7(a) and 7(b) shows comparative result of number of key generation overhead on the
basis of group size and number of key generated at the member node.
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Figure 7 (a): Key Generation Overhead at the Member Node during Join Process
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Figure 7 (b): Key Generation Overhead at the Member Node during Leave Process

The key generation overhead for our protocol is 0 at join, but proportional to the height of
the key tree at leave as shown in the table 1 at member node. In fact, a member node renews
the node keys along the path to the root by modular exponentiation.
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TABLE 2: Encryption /Decryption Overhead

Process on Key Server Process on Member
Approaches | Node Node
Join Leave Join Leave
Simple 2 n-1 1 1
Application
LKH 3log,n 2log,n log,n log,n
OFT 2log, n+ log, n+ log,n 2
2 1
Our log,m/ | log,m/mq | log,m 0
Protocol mq +2 /m

3.1.2 Encryption/Decryption Overhead
Encryption overhead at the key server (left side) and decryption overhead at a member
node (right side) at each join and leave as shown in table 2

The values for join process at the key server are the sums of the number of encryptions for
existing members and a new member. Although the overhead at the key server for Simple App.
is the smallest value at join, it is the largest one of all at leave. In simple App. the key server has
to perform n-lencryptions for the remaining members at leave, when n are the number of
members. This is the problem we mentioned in Section 4; in which other protocols have tried to
solve this problem by introducing the 4-ary key tree.

According to Table 2, at the key server, LKH involves two separate encryptions per node,
one for each of its two children, compared to OFT which involves one encryption per node.
Therefore, even with the same height of LKH = height of OFT, the encryption overhead for LKH
is larger than of that for OFT. By contrast, because of the small height of subgroup (hsg) and
small height of group hg, the key server performs fewer encryptions at join and leave for our
protocol compared with LKH, OFT.

The encryption /decryption formula for proposed approach and previous approaches as
shown in the table 2, according to our approach number of encryption will be minimize at the
key sever at the time of both join and leave process. On the other hand number of decryption
at the member node also minimized at the joining time as compared to LKH and OFT.
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Figure 8 (a) and 8(b) show the number of encryption at the key server at join and leave

process respectively. In table 2 also shows that at a member node, the decryption overhead at

join is proportional to height of the key tree for all protocols, in which simple app. has smallest
overhead, but LKH and OFT have the largest overhead. Because of height of LKH and OFT is
largest as compare to propose approach. So, that proposed approach minimize the number of

decryption at the member node. Figure 9 (a) and 9(b) show the number of encryption at the

member node at join and leave process respectively.
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Figure 9 (a): Number of Decryption at the Member Node during Join Process
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Figure 9 (b): Number of Decryption at the Member Node during Leave Process

3.2 Communication Overhead

Communication overhead at join and leave for multicast communication as shown in table
3. As described above, this is measured by the number of transmitted control messages. Figure
10(a) and 10(b) illustrate numerical results at join and leave, respectively. At join, Simple App.,
and our proposal have a small overhead. LKH has the largest overhead and OFT has half of that.
On the other hand, at leave, Simple App. has an extremely large overhead and our protocol
have a small overhead.

TABLE 3: Communication Overhead

Process on Key Server Node
Approaches

Join Leave
Simple 1 n-1

Application
LKH 2log,n-1 2log,n
OFT log,n+1 log,n+1
Our Protocol 1 1
70
.

ol //( ———

> / ‘ ot

20 _ LKH
x/\ = Simple app.

10 +—

e O ur Approach
o | i)

Number of trasmission messages
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Figure 10 (a): Communication Overhead at Server during Join Process

On the basis of comparative results our protocol the best in terms of the communication
overhead. Because of this is send all key information in one multicast message to existing
members at join, and to remaining members at leave. It should be noticed that the message
size is different as shown later; it is bigger for LKH than for our protocol.
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Figure 10 (b): Communication Overhead at Server during Leave Process

TABLE 3: Message Size

Process on Key Server Node
Approaches

Join Leave
Simple 1 N
Application
LKH 2log,n-1 2log,n
OFT log,n+1 log,n+1
Our Protocol log, m/mq +1 log, m/m

3.3 Rekeying Message Size

Message size is given by the number of keys included in one multicast message and table 3
shows messages size for join and leave. At join, the message size of LKH is the largest, and OFT,
our protocol and Simple App. follow in this order.. At leave, LKH have the largest message size,
the next is OFT, and our protocol and Simple App. have the smallest size. By considering the
communication overhead (the number of transmitted messages) and the message size, our
protocol supersedes the other approaches. Figure 11(a) and 11(b) illustrate some numerical
results for join and leave, respectively.
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Figure 11 (b): Message Size at Server during Leave Process

TABLE 4: Key Storage Overhead

Approaches Key Storage on Key Storage
server on member
Simple Application 1 N
LKH 2n log,n+1
OFT 2n 2log,n+1
Our Protocol r4/31n log, m/
mq +m-1

3.4 Storage Overhead
Key storage overhead [36] at the key server and a member node as shown in table 4, First of
all, the number of keys in a m-ary protocols is equal to rﬁj n, when n is the number of

members. Therefore, the key storage of our protocol is 4/37 n. In our protocol, the number of
nodes is equal to 2 m/m7 -1 which is the sum of m/m7 subgroups and m/mq- 1
intermediate node. Next, according to the formulas, the key server stores fewer keys for Simple
App. Meanwhile the key server stores fewer keys for our approach because of its short height
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compared to LKH and OFT. Figure 12(a) and 12(b) illustrate numerical results for storage

overhead at server and member node.
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Figure 12 (b): Storage Overhead at Member Node

At a member node, the storage overhead is proportional to the height of the key tree. Table

4, shows that a member node in Simple App. stores only 2 keys which is the smallest storage of

all. In OFT, because a member node stores the node keys as well as the hash values of them,

the storage overhead gets larger compared to LKH. The storage size in our protocol is the sum

of the log, n/mq node keys and m-1, the secret values of the other members in that

subgroup. These comparisons show that when n > 2m, the storage size of our protocol for a

member node is large compared with the other protocols, we believe that it is tolerable in most

applications. Moreover, we consider the leave operation overhead at the key server to be the

most important quantity. Key storage size and the overall members computations are of lesser

concern. As shown before, a protocol like Simple App. cannot be scalable for large groups at

leave. Consequently, reducing the computational and communication overhead at the key

server is the most important factor at leave for re-keying.
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4 CONCLUSION

Multicast is the delivery of a message or information to a group of destination systems
simultaneously in a single transmission from the source. In the multicast different type of
problems occur during communication. One of the problem of multicast is the security. We
have discussed different type of security in the multicast such as multicast receiver access
control, multicast source authentication, multicast fingerprinting and group key management.
We have selected group key management area of multicast security and we can say group key
management is the part of multicast security. We have found different type of issues such as
computational overhead, communicational overhead, message size and storage overhead in
the group key management and many researchers provided LKH, OFT etc. solutions for these
issues but these issues are not solved.

Therefore, in this dissertation, we have proposed a security improvement in group key
management approach to solve the problem of distributing a symmetric key between the
whole group members for secure group communication. Our approach divides a group of n
members into subgroups and size of each subgroup is m members. Each subgroup assign to leaf
node of the key tree. When n>2m, we have n/m-subgroups and height of the logical key tree
will be log, rm/m,.

We are using inverse values and pre-computation function. The purpose of inverse value is
to assign member secret to each member, in order to update the keys efficiently at leave, the
keys calculated by the members rather than delivered by key server. Pre-computation function
PK will minimize the computation cost during join or leave process. After join or leave process
key server re-calculates the key and that key delivered to the members, during re-keying
calculation pre-computation function improve the performance of the key server. Each updated
keys (group key, node keys and subgroup key) are encrypted by the corresponding previous key
at join and transmitted by multicast. However at a leave, the inverse value of the leaving
member is sent to remaining members encrypted by each sibling key of the path set and is
delivered by multicast. The performance of the proposed protocol is compared with that of the
Simple Approach, OFT and LKH protocols. The comparison is undertaken according to the
computational overhead, communication overhead, storage overhead, and message size. The
results show that the proposed protocol improves the group performance in terms of
computation overhead, message size and communication overhead
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ABSTRACT

Orientations and movements affect the ability of blind people to independently act and live
in the environment. The purpose of this research is to develop the guiding facility in campus for
blind people by the architecture plans. Through observations at site, interviews, and cognition
sketch maps, we found the blind people are easily lost at intersection. When they are lost, they
are disorientated in the environment. The constructed cognition maps suddenly lost the
functions. According to documents, through RFID (Radio Frequency Identification Technology),
the real-time message can be transmitted in the environment. In this paper, the configuration
for the barrier free environment in campus is developed with RFID technology based on the
requirements of users. This can provide references to the environmental designers for the
configuration of facility for guiding blind people in the public spatial environment.

KEYWORDS: People with visual impairments; Orientation and mobility; Campus design;
Barrier-free environment; RFID

1 INTRODUCTION

According to the data statistics of Ministry of Education, there are 90-100 college freshmen
with visual impairments every year in Taiwan (Special Education Transmit Net, 2011). Schools
must provide a humanistic, safe, convenient, continuous, escapable and protective barrier-free
environment and facilities.

As those with visual impairments lack visual stimulation and experience of visual perception
in environmental integration, their movements are usually restricted by orientation in the
course of wayfinding (Long et al., 1997). The employment rate of those with visual impairments
who can solve transportation and mobility problems by themselves is higher than that of those
with visual impairments who cannot move without others' help (Wolffe, 1998). Apparently, the
ability to identify orientation is important for those with visual impairments to act and live
independently in the environment.
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The perceptive reaction or ability of individuals identifying orientation correctly in the
environment is called spatial orientation. The non-visual spatial imagination of the blind is
different from the visual spatial imagination of normal people. Normal designers are difficult to
comprehend the mode of spatial orientation of the blind based on their own experience.

Therefore, the environment designers (or architects) should discuss and evaluate the
interactive relationship between the blind and the environment before they design barrier-free
environment and facilities, and formulate design plans to improve the efficiency of barrier-free
facilities and equipment in public environment, in order to assist the visually impaired with
spatial orientation.

2 BACKGROUND

Those with visual impairments must learn about various efficient and independent action
skills in environment by professional orientation training, such as cognizing environment,
problem solving, application of various perceptual messages, effective communication, body
language, and asking for help (Bozeman, 2004). In addition, those with visual impairments can
move safely in environment with the assistance of mobility aids according to personal needs.

The traditional mobility aids are classified into sound and electromagnetic wave according
to the physical energy source; classified into passive feeling tool and active energy radiating
system according to the physical energy transmit mode; classified into hand-held, head-held,
chest-held, processed goods portable according to the carrying mode; classified into acoustic
receiving, touching receiving, electric shock type, and visual type according to the information
receiving position (Mao, 1973).

Lowenfeld, 1948Phillips(Center of Assistive Device, 2011)

Radio frequency identification (RFID) is an automatic wireless identification and data
acquisition technology; it is extensively used in many domains. The auxiliary guiding devices for
blind people developed by Industrial Technology Research Institute provide the real-time
information of the environment by applying with Radio Frequency Identification Device (RFID)
to assist and help the movements of blind people (Ministry of Economic Affairs, 2012).

This study explored the behavior of spatial orientation of the students with visual
impairments in campus by means of field observation, and used RFID technology to develop
campus environment identification system planning, so as to assist the visually impaired
students with spatial orientation in campus, and to improve the efficiency of facilities and
equipment in the barrier-free environment.

3 CASES OBSERVED

This study explored the orientation and mobility behavior of the students with visual
impairments moving in environment from field observation and individual case interview, and
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presented the observed results in behavior record chart. The functions of behavior record chart
included describing phenomena, comparison, discussing space using mode (lttelson et al.
1974). It is a tool for observation and recording, to record various behaviors occurring in man-
made environment. In such a recording mode, the actor's action pattern can be clearly
recorded, described and known, and can be actually reflected to real environment. This study
has received consent from the respondent and was approved by the Academic Ethics
Committee of College of Design, National Taipei University of Technology (IRB No:
COD1000526).

Observation process:

1. Before observation: measure and record the average speed of straight walk of the
subject.

2. Parting of the ways: observe and photograph the process of field test, make the
orientation and mobility behavior record chart of the subject, record the measured
values.

3. After observation: interview individual observed to remedy the defects of
observation. Compare with the handmade cognitive map by the subject to know his
mental feeling when he lost orientation.

4 OBSERVED RESULTS

The behavior record chart (Fig 1.) records the attribute of landmark when the subject is
moving. The behavior performance of the subject moving in environment:

1. Determine relative position: the subject determines the relative position relation
between the starting point and the destination first.

2. Construct landmark: the subject is accustomed to set up several various fixed
landmarks on the path between the starting point (school entrance) and the
destination (dormitory), so as to help himself identify direction, moving forward
following continuous border stone by the road or the terrace pavement.

3. Getting lost: getting lost happens once at the parting of the ways (A) in the course of
walking. When the subject gets lost, he keeps walking to look for familiar landmark,
so as to identify his position and moving direction.

In terms of time, it is about 10 seconds for the subject to pass by each landmark, when he
loses his way, he spends about 50 seconds searching for landmark during when he is upset and
nervous, so that he draws badly in random direction when he makes cognitive map by hand (Fig
2.). Apparently, providing orientation or environment information at the parting of the ways or
in proper regions will help the subject identify his position and moving direction.
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5 PLANNING CONCEPT

The campus space configuration structure in Taiwan is mostly characterized by grid pattern
or radial road system planning, where with cross roads will have a node in more than two
directions. The node forms multi-directional space feature, it is the environment where the
subject is likely to get lost. It is observed that those with visual impairments need relevant
information for identifying their positions when they get lost. According to regulations, the
design of the visually impaired guiding facilities shall provide "safe walk" and "position
identification" (Jacobson, 1993; Jacobson, 1997; California State Government, 1991;
Washington State Government, 1992).

Therefore, the spectacles, earphones and RFID are used, and tag information is provided at
road junctions or the billboard of each building or classroom and exits in the campus (Fig 3-4.).
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The students with visual impairments can use radio frequency to translate the information into
voice information to receive, so as to identify their positions. The accuracy of mastering
direction is increased by using spectacle radio frequency. This mobility aid is provided for the
students with visual impairments when they just enter the school, and should be returned
when they graduate, so as to help the students with visual impairments to act independently in
campus environment.
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Fig 4. Campus environment identification system planning
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6 SUMMARIES

Those with visual impairments need a lot of landmarks as reference information for
orientation and mobility when they move in the environment. They are likely to get lost at road
junctions for the spatial particularity. Therefore, the environment should provide relevant
information to assist in spatial orientation and reduce the occurrence of being lost.
Constructing the campus environment identification system is helpful to increase the efficiency
of facilities and equipment in barrier-free environment, so as to enhance the willingness of the
students with visual impairments to act independently in campus and to improve their quality
of life.
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ABSTRACT

This paper presents a hybrid intelligent system for diagnoses of diabetes. It is based on
neuro-fuzzy inference system which is trained and tested using experimental data collected
from two hundred different patients. The main clinical feature of this system is that it can be
used by a patient’s smart phone, Pocket PC or PDA to provide local diagnosis of blood glucose
level and to transmit the captured data to a remote hospital or clinician for assistance and
medical advice. The performance of the system was tested and the results showed that it is
capable to diagnose the diabetes with a high degree of precision.

Keywords: Neuro-Fuzzy; Diabetes; PDA; Intelligent System; Smart Phone.

1. INTRODUCTIN

The diabetes is a problem that affects a large percentage of the population and it is a main
cause of death in the world. Recent statistics show that the diabetes affects more than 5% in
the USA while this percentage exceeds 20% in some developing countries such as Saudi Arabia

[1], [5].

Thus, the precise diagnosis of diabetes has great clinical benefits. These include good
management of diabetes, determination of the optimum insulin dose required to reduce the
blood glucose level to a normal one and also assessing the effectiveness of the diet, physical
activity and medication. Last diabetes and as a result of new advanced in the field of smart
phones, Pocket PC and Personal Digital Assistant (PDA), there has been growing demand for
new diagnostic approaches in the field of diabetes decision-making systems [6]-[9].

Blood glucose measurements are usually show nonlinear behaviour specially in clinically ill
diabetics. Thus, the conventional mathematical approaches are not suitable for development of
diabetes decision-making system. In such cases, unconventional mathematical techniques
based on fuzzy logic are very powerful. Fuzzy and neuro-fuzzy system have various features for
modelling of imprecise and nonlinear information on which diagnosis and treatment of
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diabetes are based [10]-[14]. The diagnosis approach can be integrated in a PDA or smart
phone which allows the patient to be diagnosed by a remote clinician.

In this paper, we propose a novel neuro-fuzzy approach for diagnosis of blood glucose level
which has many valuable features (Fig. 1). First, it is capable to deal with imprecise blood
glucose measurements. Second, it combines the feature of both fuzzy logic and neural
networks and thus it is an intelligent system. Third, it provides effective and accurate tool for
diagnosis of blood glucose. Last, it can be integrated on a patient's mobile to provide rapid
diagnosis of his blood glucose level and consultation with remote clinician.

Patient’s Age and 4
Gender - .
Hybrid Neuro-fuzzy Diagnosis of
Measurement of System Diabetes
Blood Glucose
4

Figure 1: Simplified schematic of proposed intelligent system for diagnose of diabetes.

2. METHOLODOGY

Clinically, the diagnosis of diabetes depends mainly on the level of blood glucose level,
patient’s age and gender.

Table 1: Summary of classes for selected parameters

Age Gender Blood Glucose Level Diagnosis
Infant Very low Very critical hypoglycaemia
Child low Critical hypoglycaemia
Young Male Medium low Moderate hypoglycaemia
Middle aged Female Normal No diabetes
Oold Medium high Medium severe diabetes
Very old high Highly severe diabetes
Very high Very high severe diabetes

Each of these parameters is divided into different classes (Table. 1): six for age, two for
gender, seven for blood glucose level and diabetes. To develop neuro-fuzzy inference system
for diagnosis of diabetes, two hundred experiments were conducted on various patients with
different ages, gender and blood glucose level. Then, the data set was divided into training
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(130) and testing (70) cases taking into consideration the seven classes of blood glucose level
(Table. 2).

Table 2: Distribution of training and testing data

Very . Medium . Very

Diabetes low Medium low Normal ] high
low high high
Training set 1 8 16 45 29 17 14
Testing set 1 1 7 27 18 9 7
Total 2 9 23 72 47 26 21

The membership functions shapes were chosen to be Trapezoidal for gender and Bell for
age and blood glucose level (Fig. 2)

Membership function plots  Plct points: 200
thirrt Childl oung Micldle-aged Qidl Yery-Old
1L
05| 4
I:I 1 1 1 1 1 1 1 1
0 10 20 30 40 2l B0 o ol 30 100 110
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(a)
mf1  mf2 mf3 m4 mfs mfG mf7

o

0
1 I 1 1 1
0 a0 100 150 200 250 300 350 400
imput varishle "Glucose"
(b)

Figure 2: The membership functions a. for age and b. for blood glucose.
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3. RESULTS AND DISCUSSION

The experimental data obtained from investigated patients were used for training and
testing of the neuro-fuzzy system. The obtained root mean square error (RMSE) is equal 0.03
for 100 training epochs.

The level of this error is clinically insignificant which ensures that the proposed technique
for diabetes diagnosis is accurate one. Further, the diagnosis obtained from this system was
compared with the hospital diagnosis confirmed by specialized clinician, where the testing data
29 of thirty were diagnosed correctly. The developed approach can be implemented on the
patient’s smart phone or Pocket PC. An implementation of this system on a pocket PC is shown
in Fig. 3.

o- N @&
e Dy ©

Glucose level:

LT3

Diagnosis

Medium severe

| save | [Diagnose| [Transmit]
=)-

L ®®

@ @

Figure 3: Implementation of developed system on a Pocket PC

4. CONCLUSION

In this paper we developed a neuro-fuzzy inference system for diagnosis of diabetes. The
measured data collected from two hundred different patients were used for training and
testing the performance of the system. The root mean square error of the developed system is
about 0.03 which implies that it can be successfully used to diagnose the diabetes.

The developed system has various important clinical features. First, it is precise tool for
diagnosis of diabetes and capable of dealing with nonlinear fluctuation of blood glucose level
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specially in clinically ill diabetes. Second, it is an intelligent decision making system which is

capable of classifying diabetes level into certain alert levels. Last, it can be integrated into

patient smart phone, PDA or Pocket PC and thus provides local diagnosis of diabetes and also

has the ability to call remote clinician in case of an emergency.

Finally, although the obtained results are promised, the system needs more investigations

and larger number of data. So, the work will be continued to achieve more comprehensive

system.

[1].

[21.

[3].

[4].

[5].

[6].

[7].

[8].

[9].

REFERENCES

Deiss, D., Bolinder, J., Riveline, J-P., Battelino, T., Bose, E., Tubiana-Rufi, N., Kerr, D., and Phillip, M. Improved
glycemic control in poorly controlled patients with type 1 diabetes using real-time continuous glucose
monitoring. Diabetes Care, 2006. 29 (12): 2730-2732.

Iris M. Wentholt, Marit A. Vollebregt, Augustus A. Hart, Joost B. Hoekstra, and J. Hans DeVries. Comparison of
a Needle-Type and a Microdialysis Continuous Glucose Monitor in Type 1 Diabetic Patients. Diabetes Care,
2005 28: 2871-2876.

Steil, G.M., Rebrin, K. Mastrototaro,J., Bernaba, B., and Saad, M.F. Determination of Plasma Glucose During
Rapid Glucose Excursions with a Subcutaneous Glucose Sensor. Diabet. Technol. Ther. 2003, 5: 27-31.

Wilhelm, B., Forst, S., Weber, M.M., Larbig, M., Pfltzner, A., and Forst, T. Evaluation of CGMS During Rapid
Blood Glucose Changes in Patients with Type 1 Diabetes. Diabet. Technol. Ther., 2006, 8: 146-155.

Garg, S., Zisser H., Schwartz, S., Baile, T., Kaplan, R., Ellis, S., and Jovanovic, L. Improvement in Glycemic
Excursions With a Transcutaneous, Real-Time Continuous Glucose Sensor, Diabetes Care, 2006. 29:44-50

Diabetes  Statistics, NIDDK  National Diabetes Information  Clearinghouse. Available at
http://diabetes.niddk.nih.gov/dm/ pubs/statistics/index.htm#7

D. Gavaghan, A. Garny, P. K. Maini and P. Kohl, Mathematical models in physiology, Phil. Trans. R. Soc. A, 2006,
Vol. 364, PP. 1099-1106.

E. Ward, T. Martin, A Fuzzy Model of Glucose Regulation, Journal of Medical Systems, 2006, Vol. 30, No. 3, pp.
187 —203.

Cobelli, C., Federspil, G., Pacini, G., Salvan, A., and Scandellari, C., An integrated mathematical model of the
dynamics of blood glucose and its hormonal control. Math. Biosci, 1982, 58:27-60.

[10]. Cobelli, C., and Mari, A., Validation of mathematical models of complex endocrine-metabolic systems. A

case study on a model of glucose regulation. Med. Biol. Eng. Comput, 1983, 21:390-399.

[11]. Kasabov, Learning fuzzy rules and approximate reasoning in fuzzy neural networks and hybrid systems,

Fuzzy Sets and Systems, 1996, Vol. 82, No. 2, PP.: 135 - 149.

URL: http://dx.doi.org/10.14738/tnc.21.120


http://dx.doi.org/10.14738/tnc.21.

TRANSACTIONS ON NETWORKS AND COMMUNICATIONS, VOLUME 2, Nol (2014)

[12].

[13].

[14].

Takagi, T., and Sugeno, M., Fuzzy identification of systems and its applications to modeling and control.
IEEE Trans. Syst. Man Cybern, 1985, 15:116-132.

Sugeno, M., and Yasukawa, T., A fuzzy-logic based approach to qualitative modeling, IEEE Trans. Fuzzy Syst,
1993, 1:7-31.

J. Jang, C. T. Sun, E Mizutani, Neuro-fuzzy and soft computing, Prentice-Hall, 1997.

Copyright © SOCIETY FOR SCIENCE AND EDUCATION UNITED KINGDOM



	Secure Group Communication based on Elliptic Curve Cryptography
	Abstract
	1 Introduction
	1.1 Group Key Management
	1.2 Background
	1.2.1 Multicast Key Management
	1.2.2 Group Key Management


	2 Proposed Work
	2.1 Proposed System Model
	2.2 Design Methodology
	2.2.1 Key Generation
	2.2.2 Join Process
	2.2.3 Leave Process


	3 COMPARISON
	3.1 Computational Overhead
	3.1.1 Key Generation Overhead
	3.1.2 Encryption/Decryption Overhead

	3.2 Communication Overhead
	3.3 Rekeying Message Size
	3.4 Storage Overhead

	4 conclusion
	References
	A Planning of Campus Environment Identification System for Students with Visual Impairments
	Abstract
	1 Introduction
	2 BACKGROUND
	3 CASES OBSERVED
	4 OBSERVED RESULTS
	5 Planning Concept
	6 SUMMARIES
	References
	A Hybrid Intelligent System for Diagnosis of Diabetes
	ABSTRACT
	1. Introductin
	2. METHOLODOGY
	3. Results and Discussion
	4. Conclusion
	REFERENCES

