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  ABSTRACT  

Group key management is an important functional building block for any secure multicast 
architecture. In this regards, it is identified some security issues in the group key management 
when a user join or leave the group then forward secrecy and backward secrecy issues comes in 
the multicast networks. This paper provides an efficient and improve mechanism for group key 
management solutions with computational and communication overhead are less while 
rekeying cost also minimize. The proposed approached is known as Elliptic Curve Cryptography 
(ECC) based secure Group Communication.  

Keywords: Group key management, Multicast security, Key management protocol, Elliptic 
Curve Cryptography. 

1 INTRODUCTION 

Computer network is one of the parts of modern era. A computer network is basically the 
combination of computers and different type of devices that are interfaced by various 
resources i.e. communications channels that provide the communications among users and 
allows them facility of sharing the resources [63]. Multicast is one of the service that provide 
different type of ways for communication such as one to many, many to one, many to many. 

Multicast refers to the transmission of a message from one sender to multiple receivers or 
from multiple Senders to multiple receivers [1, 2]. The advantage of multicast is that, it enables 
the desired applications to service many users without overloading a network and resources in 
the server. If the same message is to be sent to different destinations, multicast is preferred to 
multiple unicast. Group Communication introduces the challenging issues relating to group 
confidentiality and key management, when a source that sends data to a set of receivers in a 
multicast session. The security of the session is managed by two main functional, first is Group 
Controller (GC) responsible for authentication, authorization and access control, whereas 
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second is known a Key Server (KS) responsible for the maintenance and distribution of the 
required key material [7]. Different types of multicast security are given below: 

Security is the one of the issue in the multicast. There are four type of multicast security 
such as multicast receiver access control, multicast source authentication, multicast 
fingerprinting and group key management. All these multicast security have some issues and 
researchers provided solution for multicast security issues. We have selected group key 
management research area and rests of the multicast group security discuss in with details the 
next section. 

1.1 Group Key Management 
Multicasting optimizes the usage of network links by sending one packet to the whole 

multicast group instead of sending a separate packet to each receiver; it is very natural to 
encrypt the multicast packets only once too. This leads us to the introduction of the concept of 
the group key [26]. A group key is a common security key that is distributed to the whole secure 
group. Group key can be used to encrypt a multicast packet and the valid multicast users are 
able to decrypt the packet using the group key. The usage of group key itself is very simple, but 
the distribution and revocation situations are problematic [47]. When a member of a multicast 
group leaves the group all the common group keys have to be renewed so that the leaving 
member cannot receive any later messages destined to the group. As we do not have any more 
secure group keys which we could use to distribute the new group keys to each member we 
have to use member specific keys or some other way to create a new group key. From 
performance standpoint the key renewal operation becomes very heavy if the number of group 
members is very large and only one server is responsible for doing it. To distribute new keys to 
every member separately is very ineffective In general we are able to identify characteristics for 
key distribution system that should be considered when we are selecting or defining a key 
management scheme. 

In other words we can say that group key encryption used in which the multicast traffic is 
encrypted with a symmetric key and every authorized member of the group is given the 
decryption key. This becomes complicated when group membership is Dynamic. Upon a change 
in membership, it is often necessary to change the group key so that the leaving member 
cannot access new broadcasts or a new member cannot access old broadcasts. The term leave 
is used to describe the act of a voluntary or forced leave. 

The phenomenal growth of the Internet in the last few years and the increase of bandwidth 
in today’s networks have provided both inspiration and motivation for the development of new 
services, combining voice, video and text over Internet Protocol. Although unicast 
communications have been predominant so far, the demand for multicast communications is 
increasing both from the internet service providers and from content or media providers and 
distributors. Indeed, multicasting is increasingly used as an efficient communication mechanism 
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for group-oriented applications on the Internet such as video conferencing, interactive group 
games, video on demand, TV over Internet, e-learning, software updates, database replication 
and broadcasting stock quotes. Key management is the base for providing common security 
services (data secrecy, authentication and integrity) for group communication. The main goal of 
this research is to demonstrate how provably our proposed security improvement in group key 
management protocol can be combined with reliable group communication services to obtain 
provably efficient communication and computation costs [3]. 

In near future the networks will have bandwidths ranging from kilobits per second to 
gigabits per second. Networks will have different users and applications in heterogeneous 
network environments. There are two types of security issues in the group key management 
security requirement and quality of services. There are different types of security requirement 
in group key management such as forward secrecy, backward secrecy, collusion freedom, key 
independence and trust relationship [37].  Forward secrecy requires that users who left the 
group should not have access to any future key. This ensures that a member cannot decrypt 
data after it leaves the group. To assure forward secrecy, a re-key of the group with a new TEK 
after each leave from the group is the ultimate solution. Backward Secrecy requires that a new 
user that joins the session should not have access to any old key. This ensures that a member 
cannot decrypt data sent before it joins the group. To assure backward secrecy, a re-key of the 
group with a new TEK after each join to the group is the ultimate solution. Collusion Freedom: 
its requirements that any set of fraudulent users should not be able to deduce the current 
traffic encryption key. Key Independence: This ensures that any subset of a group keys must not 
be able to discover any other group key. Trust relationship: This is emphasized by definition of 
verifiable trust relationship that consists of two requirements: One as Group members are 
trusted not to reveal the group key or secret values that may lead to its computation to any 
other party, and another as group members must be able to verify the computation steps of 
the group key management protocol. 

There are some important factors which affect the quality of group key management that 
are given such as Low Bandwidth Overhead and 1-Affects-N. Low Bandwidth Overhead: The re-
key of the group should not induce a high number of messages, especially for dynamic groups. 
Ideally, this should be independent from the group size.  

Affects-N: a protocol suffers from the 1-affects-n phenomenon if a single membership 
change in the group affects all the other group members. This happens typically when a single 
membership change requires that all group members commit to a new TEK 

1.2 Background 
First of all we are discussing type of multicast; there are three types of multicast 

communication: One-to-many, many-to-many and many-to-one. In every type of 
communication the idea is the same: The sender directs all datagram to a single IP address once 
and the datagram are delivered to every member of the multicast group.  
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One-to-many communication there exists only one sender and more than one hosts that 
are listening to the senders datagram. This is natural way for all types of on demand and file 
distribution services. One of the examples of one-to-many communications is telecast movies 
and all kinds of TV material. 

Many-to-many multicast communication occurs usually when we are dealing with group 
communication. Video conferencing and other conferencing services are the example of many 
to many communications. More specifically these might include online gaming and online 
mentoring systems. 

Many-to-one type of communication is very useful when we are providing high availability 
resource discovery and data collection services to large amount users. Auctioning services is the 
example of many to one communication. 

Multicasting is achieved with special routers, which keep track of all the networks within its 
rooting domain that contain multicast/host group members. The routers do not have to keep 
track of all the members of multicast group. They just need to know the networks towards 
which they should copy the multicast datagram. In principle, the sender doesn't have to keep 
track of all the recipients either. But when we keep in mind the nature of most multicasting 
services, in practice there has to be some entity on behalf of service provider that registers all 
the receiving parties. And this is essentially the case from the security point of view too 

1. Group Management 
2. Multicasting provides very dynamic framework for managing group members. Members 

can join and leave groups at any time with the help of Internet group management 
protocol (IGMP) [57]. A group can contain any number of member hosts. Also, there is no 
restriction on the number of groups that a host can belong to. IGMP operates only at LAN 
level between group hosts and closest LAN routers. In IPv4 IGMP is an extension to Internet 
Control Message Protocol (ICMP) 

3. IGMP is an asymmetric protocol meaning that member hosts are the only ones sending 
IGMP messages. They communicate with the closest multicast router with join or leave 
group messages. The task of the router is then to forward the host’s will upstream towards 
the multicast source or rendezvous point using multicast routing protocols. IGMP in its 
simplicity doesn’t provide any means for authenticating hosts or users when they are 
requesting or quitting the membership of a group. For services like our imaginative 
Tatasky.com the authentication of service users is extremely important. So to make 
multicast services viable for providers and secure for users we need additional services and 
protocols.  

1.2.1 Multicast Key Management 
Secure multicast communication requires that the messages between group members are 

authenticated, encrypted and integrity checked [48]. The group members want to be sure that 
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their communication is not eavesdropped and that they are sure whom they are really 
communicating with. The requested quality service level has to be guaranteed even though 
security services are in use in the network. And when the composition of the group is changing 
the group members and service providers want to be absolutely sure that members leaving the 
group cannot read the messages [23, 29]. 

1.2.2 Group Key Management 
Group key management is an important functional building block for any secure multicast 

architecture. A group key management (GKM) protocol supports protected communication 
between members of a secure group. A secure group is a collection of members, who may be 
senders, receivers, or both receivers and senders to other members of the group. A group key 
management protocol helps to ensure that only members of a secure group can gain access to 
group data and can authenticate group data [9, 25, and 33].  There are many approaches exist 
[24][30][31][32]  to provide the solution of group key management problems  but mostly use 
the RSA and Deffi-Hellman approach to create and share the key between source and 
destination but these algorithms also increase the computing and communication overheads of 
system. Our proposed approach “Elliptic Curve Cryptography (ECC) based secure Group 
Communication is one option to reduce the computing and communication at source as well as 
destination. Section 2 is discussing the proposed approach. 

2 PROPOSED WORK 

Multicast communication suffers from receiver access problem due to forward secrecy, 
backward secrecy. The group key management is an efficient mechanism to handle this 
situation. But there are many factors which effect the communication, computation overhead, 
message size, storage overhead [36], these factors are as following: 

1. Heterogeneous nature of the group membership affects the possible type of encryption 
algorithm to be used, and the length of the key that can be supported by an end user. 

2. The cost of setting up and initializing the entire system parameters, such as selection of the 
group controller (GC), group announcement, member join and initial key distribution. 

3. Administrative policies, such as those defining which members have the authorization to 
generate keys. 

4. Required level of performance of parameters, such as session sustainability, and key 
generation rates. 

5. Required additional external support mechanisms, such as the availability of a certificate 
authority (CA). 

There are we require efficient group key management approach to secure the system and 
reduce the overhead in the existing approach [10, 29]. Exist key graph [52] proposed the 
extension of the binary key tree to 4-ary key tree. 4-ary key tree overcome the problem of re-
keying in terms of height of the key tree. Using a greater degree reduces the height of the key 
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tree and, as a result, improves re-keying performance. Performance of re-keying measured in 
terms of computation overhead, communication overhead, message size and storage overhead. 
Really, optimal results are gained when the tree has a degree of 4. In the figure 1(a) illustrates 
the logical key tree with two nodes when there are seven joining members (u1 through u7). 
When u8 joins, the key server first attaches it to node K1,2 as shown in figure 1(b), and then, 
changes the group key KG and the node key K1,2 to K`G and K`1,2 respectively. For delivering 
them, each new key is encrypted with the previous one (KG and K1,2 respectively), and a set of 
them are sent by multicast for existing members. For the new member they are sent by unicast 
being encrypted with its session key. On the other hand, when a member leaves the group, new 
keys are encrypted by their corresponding child keys, and a set of them are sent for remaining 
members by multicast. For example, when member u8 leaves the group shown in figure 5(b), 
the key server changes K`1,2 and K`G to K``1,2 and K``G respectively. Then, it delivers K``1,2 for 
{u5,u6,u7} being encrypted by K5, K6 and K7, and K``G for {u1,u2,u3,u4} and {u5,u6,u7} being 
encrypted by K1,1 and K``1,2 respectively. A set of these keys are sent by one multicast message. 

 

Figure 1: Logical Key Tree for Key Graph (a) 4-Ary Tree for Seven Members   (b) 4-Ary Tree for Eight 
Members 

2.1 Proposed System Model 
The proposed protocol is based on the idea of key graph that manages the whole group on 

the basis of logical 4-ary key tree or key tree is the extended version of binary tree. In this 
protocol, we have divided whole group in several subgroups and every subgroup organized in a 
logical key hierarchy as in 4-ary key tree which reduce the complexity for a member join or 
leave from O (m) to O (log4n/m). The members in each subgroup contribute with each other to 
generate the subgroup key. This process delegates the key update process at a leave Process 
from the key server side to the member side. The proposed protocol works in a hierarchy of 
two levels of controllers; the first for the group controller (GC) and the second is the subgroup 
controller (SC). The GC shares a symmetric key with all SCs which are trusted entities. The role 
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of the SCs is to translate the data coming to their subgroups. Each SC works as the server of its 
subgroup. Figure 2 Illustrate the structure of proposed protocol. 

 
Figure 2:  Group Formation Procedure 

The main objective of this protocol is to management a symmetric key between all group 
members in order to preserve the security of group communication. In case of dynamicity 
occurs in the group membership by joining or leaving the group, the group key should be 
updated to maintain backward secrecy and forward secrecy. The structure of the subgroup 
hierarchy in the proposed protocol is shown in figure 2. The subgroup is organized in a 
hierarchy like the LKH approach [34, 53] and KS is the key of the group key. For the Process of 
the proposed protocol are following: 

1. In this approach key server is a trusted entity which responsible for generate required keys 
and for distributing those keys to valid group members as shown in the figure 2 and Every 
member of the group has IGMP membership, when a new member joins a group; it sends 
an IGMP membership report message to its neighboring router to have the multicast data 
delivered from a multicast sender. Other side, the member sends a join request message to 
the key server to obtain the group key by which the multicast data is encrypted. This is 
different from other LKH approaches, in term to handle a large number of members 
efficiently; our approach divides group members into subgroups. For example 256 
members are divided into 16 subgroups as shown in figure 3.  

2. Our approach applies the concept of key tree in LKH to the subgroups. In the logical key 
tree, leaf nodes correspond to subgroups, not individual members. Similar to other LKH 
approaches, the root node corresponds to the group key, and the intermediate nodes 
correspond to traffic encryption key (TEK) used for key transfers. 

3. The division of group members into subgroups is performed so that a balanced tree is 
constructed. In this case, by dividing n (256) members into subgroups whose size is m (16) 
members, we will have Γ𝑛/𝑚ℸ subgroups, and the height of the tree will be log4Γ𝑛/𝑚ℸ.   
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For example the group divided into 16 subgroups from 1 to 16 subgroups and height of the 
tree is 3 as shown in figure 3. 

 
Figure 3:  Logical Key Tree in Proposed Approach 

4. When a member joins a group, it is allocated to a subgroup. At this time, the member 
obtains the following three kinds of key information from the key server. 

a. The private key: This key which is shared only with the key server is used to transfer 
information securely between the key server and the member. Moreover, this key may 
be a predetermined key, or assigned dynamically through a secure channel such as TLS 
[54]. 

b. The keys which are defined in accordance with the logical key tree: As described above, 
they include the subgroup key, the node keys and the group key, along the path from 
the leaf node (corresponding to the subgroup) to the root node. We call these keys the 
path set. 

c. The key information of other members in the subgroup: This information is used to 
change the subgroup key, the node keys and the group key when a member in the 
subgroup leaves the multicast group. This information is called the inverse value in the 
rest of the paper. The details of these keys are described below in this section and in the 
next section. For generating subgroup keys, node keys and group keys, our approach 
uses the modular exponential calculation over the finite field [55] using member secrets 
and the server secrets. A member secret is a value which is assigned to each member at 
join and a server secret is a value which is assigned to each subgroup at join to ensure 
backward secrecy. These values are generated by the server at join (see next section). 
Moreover, each subgroup key is generated by using the member secrets and the server 
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secret assigned to that subgroup with modular exponentiation. Next, the node keys and 
the group key are calculated from two child node keys in the logical key tree. 

5. The group key and the subgroup key at join are updated as follow: First, the key server 
generates a member secret for the new member and finds its inverse value. Next, the 
corresponding subgroup key, where the new member is allocated, the TEK and the group 
key along the path are updated by adding the corresponding member secret and the new 
value of server secret to the exponent parts of those keys with modular exponential 
function. By changing the server secret at each join, the backward secrecy is satisfied.  

6. In order to update the keys efficiently at leave, we use inverse values of member secrets. 
Any member in a subgroup is in-formed of the inverse values of all the other members in 
the sub-group except its own. By using the inverse values at leave, the path set in the 
subgroup whose member leaves can be updated by the remaining members themselves 
rather than delivered by the key server. New keys can be calculated by applying the in-
verse value of the leaving member to the exponent part of the previous keys by modular 
exponentiation. For the members who do not belong to the same subgroup to which the 
leaving member belonged, the inverse value of the leaving member is delivered by the key 
server. This procedure satisfies the forward secrecy with low overhead. 

2.2 Design Methodology 
2.2.1 Key Generation 

As mentioned above, we use the modular exponential function as a one-way function. Since 
p is a large prime and g is the primitive element of multiplicative group 𝑍𝑝∗  it is computationally 
difficult to determine α given g and gα (mod p). Based on this property, the subgroup keys, the 
node keys and the group key are organized as follows.  

First of all, the member secret 𝛼𝑗𝑖 is selected under the condition that 2 ≤ αj
i ≤  p − 2 and 

gcd (αj 
s,p-1)=1. 

The server secret the server secret 𝛼𝑗 
𝑠 is selected under the condition that is selected under 

the condition that 2 ≤ αj
s ≤  p − 2. 

Using those secrets, the subgroup key for subgroup j is calculated by Kj 
≡ 𝑔𝛼𝑗1𝛼𝑗2 … … … …𝛼𝑗𝑚𝛼𝑗𝑠(mod p). The node keys and the group key are organized by multiplying 
the exponents of its two child node keys (or the subgroup keys) in the logical key tree. 

In order to illustrate the algorithm for re-keying, we use a simple example of multicast 
group divided into 16 subgroups; subgroup 1 to 16 with m members and subgroup 16 with m -1 
members respectively. Figure 3 depicts the logical key tree for this group. The members of 
subgroups 1,2,3,4 own subgroup keys K1, K2, K3 and K4 respectively, node key K1, 4. The 
members of subgroups 5,6,7,8 own subgroup keys K5, K6, K7 and K8 respectively, node key K5, 8. 
The members of subgroups 9,10,11,12 own subgroup keys K9, K10, K11 and K12 respectively, node 
key K9, 12. The members of subgroups 13,14,15,16 own subgroup keys K13, K14, K15 and K16 
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respectively, node key K13,16 and group key KG. In this process key server used pre- 
computational function (PK) for calculating key when member join or leave the group and by 
using this pre-computational function process , we have minimized the computational cost 
during key generation and the keys are calculated as follows: 

K1≡ 𝑔 ∝11 … . .∝1𝑚−1∝1𝑚∝1!𝑠                              (mod p) 

K2≡ 𝑔 ∝21 … . .∝2𝑚−1∝2𝑚∝2!𝑠                             (mod p) 

K3≡ 𝑔 ∝31 … . .∝3𝑚−1∝3𝑚∝3!𝑠                               (mod p) 

K4≡ 𝑔 ∝41 … . .∝4𝑚−1∝4𝑚∝4!𝑠                            (mod p) 

K5≡ 𝑔 ∝51 … . .∝5𝑚−1∝5𝑚∝5!𝑠                              (mod p) 

K6≡ 𝑔 ∝61 … . .∝6𝑚−1∝6𝑚∝6!𝑠                              (mod p) 

K7≡ 𝑔 ∝71 … . .∝7𝑚−1∝7𝑚∝7!𝑠                             (mod p) 

K8≡ 𝑔 ∝81 … . .∝8𝑚−1∝8𝑚∝8!𝑠                             (mod p) 

K9≡ 𝑔 ∝91 … . .∝9𝑚−1∝9𝑚∝9!𝑠                             (mod p) 

K10≡ 𝑔 ∝101 … . .∝10𝑚−1∝10𝑚∝10!𝑠                      (mod p) 

K11≡ 𝑔 ∝111 … . .∝11𝑚−1∝11𝑚∝11!𝑠                         (mod p) 

K12≡ 𝑔 ∝121 … . .∝12𝑚−1∝12𝑚∝12!𝑠                        (mod p) 

K13≡ 𝑔 ∝131 … . .∝13𝑚−1∝13𝑚∝13!𝑠                         (mod p) 

K14≡ 𝑔 ∝141 … . .∝14𝑚−1∝14𝑚∝14!𝑠                      (mod p) 

K15≡ 𝑔 ∝151 … . .∝15𝑚−1∝15𝑚∝15!𝑠                     (mod p) 

K16≡ 𝑔 ∝161 … . .∝16𝑚−1∝16!𝑠                               (mod p) 

K1,4≡ 𝑔(𝜋𝑖𝛼1)(𝜋𝑖𝛼2)(𝜋𝑖𝛼3)(𝜋𝑖𝛼4)                    (mod p) 

K5,8≡ 𝑔(𝜋𝑖𝛼5)(𝜋𝑖𝛼6)(𝜋𝑖𝛼7)(𝜋𝑖𝛼8)                     (mod p) 

K9,12≡ 𝑔(𝜋𝑖𝛼9)(𝜋𝑖𝛼10)(𝜋𝑖𝛼11)(𝜋𝑖𝛼12)                 (mod p) 

KG≡ (𝑃𝐾13,16𝑃𝐾9,12𝑃𝐾5,8)𝛼161 ……………𝛼16𝑚−1𝛼16!𝑠            (mod p) 

2.2.2 Join Process 
We now use to explain how re-keying is done when a new member joins the multicast 

group. In this process key server used pre-computational function for calculating key when 
member join or leave the group and this pre-computational function process minimized the 
computational cost during key generation. The procedure is as follows: 
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1. When key server receives a join request, it authenticates the member. This may be done by 
the conventional approach such as remote authentication dial in user service (RADIUS) [56], 
and we do not discuss this procedure. If required, the key server assigns the session key, 
and sends it to the member. 

2. The key server determines the subgroup for the new member and assigns the identity 
within the subgroup. In this example, the new member belongs to subgroup 16 and its 
identity is m. At this time, the path set for subgroup16, the keys K13, K14, K15, K16 and KG 
need to be changed to new ones. 

3. The key server assigns member secret   α16m  to  u16m , and calculates its inverse value   α16
-m as 

well. 
4. The key server changes the server secret assigned to subgroup 16 from   α16s  to  α16!s .  
5. The key server updates K16, K13,16  and KG to K`16, K`16 and K`G using   α16m   and   α16!s   in 

the following way. 
K`16≡ g ∝161 … . .∝16m−1∝16m∝16!s     (mod p) 

K`13,16≡ g(πiα13)(πiα14)(πiα15)(πiα16)  (mod p) 

K`G ≡ (PK13,16PK9,12PK5,8)α161 ……………α16m−1 ∝16m α16!s      (mod p) 

The key server encrypts {K`16, K`13,16, K`G},and the inverse values of the other members 
in that subgroup,  by  than it sends this encrypted message through 

unicast to  . It has been given below: 

S 
Unicast
�⎯⎯⎯⎯�{ } :{( K`16, K`13,16, K`G, ) }. 

6. Server encrypts , and K`16 by K16for subgroup 16, K`13,16 by K13,16 for subgroup 
13,14,15, K`G by KG for subgroup 1 to 12,and distributes these encrypted keys through 
multicast for existing members. This process describe as following: 

S
𝑀𝑢𝑙𝑡𝑖𝑐𝑎𝑠𝑡
�⎯⎯⎯⎯⎯�{Existing Members} 

:{( , K`16) K16,( K`13,16) K13,16 ,( K`G) KG }. 
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Figure 4: Joining Process of Proposed Approach 

The complete process of join a group and assign the key is give in figure 4. In this process, 
each updated key is encrypted by the previous one for existing members, and as a result, only 
the members who know the corresponding previous keys can decrypt the encrypted message 
containing the new keys. 

2.2.3 Leave Process 
When user  leaves the group then all member of the group affected by this change and 

key server changes the group key or path key such as K`16 to K``16, K13,16 to K``13,16 and KG to K``G. 

According to our protocol, these updated keys do not need to be sent to the remaining 
members. Instead, the key server just prepares one message for subgroup 16 indicating  

leaves and delivers  for subgroup 1 to 15. The value of  is encrypted into multiple 

copies by K15 and K13,16, for subgroup 15 and 1 to 14 respectively. The key server sends this 
message through multicast. This process describe as following: 

S
𝑀𝑢𝑙𝑡𝑖𝑐𝑎𝑠𝑡
�⎯⎯⎯⎯⎯�{Remaining members}  {( ) K15, ( ) K13,16}. 

And the complete process of join a group and assign the key is give in figure 5.  

When the remaining members receive this message, they decrypt it by the corresponding 
keys and then Use  to update those keys. 

K``16  (K`16)                                                (mod p) 

                       (mod p) 

K``16                              (mod p) 

K``13,16  (K`16)                                               (mod p) 

              (mod p) 
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             (mod p) 

K``G  (K`G)                                                 (mod p) 

  (mod p) 

         (mod p) 

 
Figure 5:  Leaving Process of Proposed Approach 

As we notice, the key server does not need to generate new keys (TEK and group key) after 
a leave. Instead, it just sends the inverse value of leaving member to remaining members. Then, 
the remaining members update the necessary keys. In this way, updating the keys after a leave 
is shifted to member’s side which improves the efficiency of re-keying 

3 COMPARISON 

3.1 Computational Overhead 
Computational overhead depending on the Key generation overhead and 

encryption/decryption overhead as following: 

3.1.1 Key Generation Overhead 
Key generation overhead at the key server and member node along the path to the root at 

each join or leave Process and formula for key generation overhead summarize in table 1.  

The table 1 shows that the number of key generations at the key server is almost equal to 
the height of the key tree. First of all, Simple App. has the smallest overhead at the key server 
both join and leave process. Our approach minimizes number of key generation at the key 
server both join and leave process as compare to LKH and OFT. By contrast, because of smaller 
size of hsg, the key server generates fewer keys at join. Most importantly, the key server does 
not need to generate new keys for the members at leave.  
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On the other hand in simple application and LKH, a member node does not generate any 
keys by it at each event, but in OFT the new member at join and a remaining member node 
along the path at leave need generate new node keys by mixing two hash values. At a member 
leave process the group and subgroup controller doesn't generate any keys. Instead it 
multicasts the identity of the leaving member to all the group and subgroup members to be 
factored from the subgroup key by using the leaving member's inverse value. Figure 6(a) and 
6(b) shows comparative result of number of key generation overhead on the basis of group size 
and number of key generated at the key server.  

TABLE 1: Key Generation 

 
Approaches 

Process on Key Server 
Node 

Process on Member 
Node 

Join Leave Join Leave 
Simple 

Application 
2 1 0 0 

LKH log2n log2n 0 0 
OFT log2n log2n-1 log2n log2n 

Our Protocol log4┌n/m┐ 0 0 0 
 

From the figure 6 (a) one can notice that the proposed protocol has minimized overhead at 
the join process because the key server reduced the height of key tree by using 4-ary key tree. 
From the figure 6(b) one can notice that the proposed protocol has the smallest overhead at 
the leave process because the key server doesn't generate any keys in that case.  

 
Figure 6(a): Key Generation Overhead at the Key Server during Join Process 
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Figure 6 (b): Key Generation Overhead at the Key Server during Leave Process 

Figure 7(a) and 7(b) shows comparative result of number of key generation overhead on the 
basis of group size and number of key generated at the member node. 

 
Figure 7 (a): Key Generation Overhead at the Member Node during Join Process 

 
Figure 7 (b): Key Generation Overhead at the Member Node during Leave Process 

The key generation overhead for our protocol is 0 at join, but proportional to the height of 
the key tree at leave as shown in the table 1 at member node. In fact, a member node renews 
the node keys along the path to the root by modular exponentiation. 
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                       TABLE 2: Encryption /Decryption Overhead 

 
Approaches 

Process on Key Server 
Node 

Process on Member 
Node  

Join Leave Join Leave 
Simple 

Application 
2 n-1 1 1 

LKH 3log2n 2log2n log2n log2n 

OFT 2 log2n+
2 

log2 n+
1 

log2n 2 

Our 
Protocol 

log4┌𝑛/
𝑚┐ +2 

log4┌𝑛/𝑚┐ log4┌𝑛
/𝑚┐ 

0 

3.1.2 Encryption/Decryption Overhead 
Encryption overhead at the key server (left side) and decryption overhead at a member 

node (right side) at each join and leave as shown in table 2 

 The values for join process at the key server are the sums of the number of encryptions for 
existing members and a new member. Although the overhead at the key server for Simple App. 
is the smallest value at join, it is the largest one of all at leave. In simple App. the key server has 
to perform n-1encryptions for the remaining members at leave, when n are the number of 
members. This is the problem we mentioned in Section 4; in which other protocols have tried to 
solve this problem by introducing the 4-ary key tree. 

According to Table 2, at the key server, LKH involves two separate encryptions per node, 
one for each of its two children, compared to OFT which involves one encryption per node. 
Therefore, even with the same height of LKH = height of OFT, the encryption overhead for LKH 
is larger than of that for OFT. By contrast, because of the small height of subgroup (hsg) and 
small height of group hg, the key server performs fewer encryptions at join and leave for our 
protocol compared with LKH, OFT. 

 The encryption /decryption formula for proposed approach and previous approaches as 
shown in the table 2, according to our approach number of encryption will be minimize at the 
key sever at the time of both join and leave process. On the other hand number of decryption 
at the member node also minimized at the joining time as compared to LKH and OFT.  
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Figure 8 (a): Number of Encryption at the Key Server during Join Process 

                               
Figure 8 (b): Number of Encryption at the Key Server during Leave Process 

Figure 8 (a) and 8(b) show the number of encryption at the key server at join and leave 
process respectively. In table 2 also shows that at a member node, the decryption overhead at 
join is proportional to height of the key tree for all protocols, in which simple app. has smallest 
overhead, but LKH and OFT have the largest overhead. Because of height of LKH and OFT is 
largest as compare to propose approach. So, that proposed approach minimize the number of 
decryption at the member node. Figure 9 (a) and 9(b) show the number of encryption at the 
member node at join and leave process respectively. 

 
Figure 9 (a): Number of Decryption at the Member Node during Join Process 
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Figure 9 (b): Number of Decryption at the Member Node during Leave Process 

3.2 Communication Overhead 
Communication overhead at join and leave for multicast communication as shown in table 

3. As described above, this is measured by the number of transmitted control messages. Figure 
10(a) and 10(b) illustrate numerical results at join and leave, respectively. At join, Simple App., 
and our proposal have a small overhead. LKH has the largest overhead and OFT has half of that. 
On the other hand, at leave, Simple App. has an extremely large overhead and our protocol 
have a small overhead. 

 

TABLE 3: Communication Overhead 

 
Approaches 

Process on Key Server Node 

Join Leave 
Simple 

Application 
1 n-1 

LKH 2log2n-1 2log2n 

OFT log2n+1 log2n+1 

Our Protocol 1 1 
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Figure 10 (a): Communication Overhead at Server during Join Process 

On the basis of comparative results our protocol the best in terms of the communication 
overhead. Because of this is send all key information in one multicast message to existing 
members at join, and to remaining members at leave. It should be noticed that the message 
size is different as shown later; it is bigger for LKH than for our protocol. 

 
Figure 10 (b): Communication Overhead at Server during Leave Process 

TABLE 3: Message Size 

 
Approaches 

Process on Key Server Node 

Join Leave 
Simple 
Application 

1 N 

LKH 2log2n-1 2log2n 

OFT log2n+1 log2n+1 

Our Protocol log4┌𝑛/𝑚┐ +1 log4┌𝑛/𝑚┐  

3.3 Rekeying Message Size 
Message size is given by the number of keys included in one multicast message and table 3 

shows messages size for join and leave. At join, the message size of LKH is the largest, and OFT, 
our protocol and Simple App. follow in this order.. At leave, LKH have the largest message size, 
the next is OFT, and our protocol and Simple App. have the smallest size. By considering the 
communication overhead (the number of transmitted messages) and the message size, our 
protocol supersedes the other approaches. Figure 11(a) and 11(b) illustrate some numerical 
results for join and leave, respectively. 
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Figure 11 (a): Message Size at Server during Join Process 

 
Figure 11 (b): Message Size at Server during Leave Process 

 

TABLE 4: Key Storage Overhead 

Approaches Key Storage on 
server 

Key Storage 
on member 

Simple Application 1 N 

LKH 2n log2n+1 

OFT 2n 2log2n+1 

Our Protocol ┌4/3┐n log4┌n/
m┐ +m-1 

3.4 Storage Overhead 
Key storage overhead [36] at the key server and a member node as shown in table 4, First of 

all, the number of keys in a m-ary protocols is equal to ┌ 𝑑
𝑑−1

┐n, when n is the number of 

members. Therefore, the key storage of our protocol is ┌4/3┐n. In our protocol, the number of 
nodes is equal to 2┌𝑛/𝑚┐ -1 which is the sum of ┌𝑛/𝑚┐ subgroups and ┌𝑛/𝑚┐ - 1 
intermediate node. Next, according to the formulas, the key server stores fewer keys for Simple 
App. Meanwhile the key server stores fewer keys for our approach because of its short height 
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compared to LKH and OFT. Figure 12(a) and 12(b) illustrate numerical results for storage 
overhead at server and member node. 

 
Figure 12(a): Storage Overhead at Server 

                           

     Figure 12 (b): Storage Overhead at Member Node 

At a member node, the storage overhead is proportional to the height of the key tree. Table 
4, shows that a member node in Simple App. stores only 2 keys which is the smallest storage of 
all. In OFT, because a member node stores the node keys as well as the hash values of them, 
the storage overhead gets larger compared to LKH. The storage size in our protocol is the sum 
of the log4┌𝑛/𝑚┐ node keys and m-1, the secret values of the other members in that 
subgroup. These comparisons show that when n > 2m, the storage size of our protocol for a 
member node is large compared with the other protocols, we believe that it is tolerable in most 
applications. Moreover, we consider the leave operation overhead at the key server to be the 
most important quantity. Key storage size and the overall members computations are of lesser 
concern. As shown before, a protocol like Simple App. cannot be scalable for large groups at 
leave. Consequently, reducing the computational and communication overhead at the key 
server is the most important factor at leave for re-keying. 
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4 CONCLUSION 

Multicast is the delivery of a message or information to a group of destination systems 
simultaneously in a single transmission from the source. In the multicast different type of 
problems occur during communication. One of the problem of multicast is the security. We 
have discussed different type of security in the multicast such as multicast receiver access 
control, multicast source authentication, multicast fingerprinting and group key management. 
We have selected group key management area of multicast security and we can say group key 
management is the part of multicast security. We have found different type of issues such as 
computational overhead, communicational overhead, message size and storage overhead in 
the group key management and many researchers provided LKH, OFT etc. solutions for these 
issues but these issues are not solved. 

Therefore, in this dissertation, we have proposed a security improvement in group key 
management approach to solve the problem of distributing a symmetric key between the 
whole group members for secure group communication. Our approach divides a group of n 
members into subgroups and size of each subgroup is m members. Each subgroup assign to leaf 
node of the key tree. When n>2m, we have ┌𝑛/𝑚┐subgroups and height of the logical key tree 
will be log4┌𝑛/𝑚┐. 

We are using inverse values and pre-computation function. The purpose of inverse value is 
to assign member secret to each member, in order to update the keys efficiently at leave, the 
keys calculated by the members rather than delivered by key server. Pre-computation function 
PK will minimize the computation cost during join or leave process. After join or leave process 
key server re-calculates the key and that key delivered to the members, during re-keying 
calculation pre-computation function improve the performance of the key server. Each updated 
keys (group key, node keys and subgroup key) are encrypted by the corresponding previous key 
at join and transmitted by multicast. However at a leave, the inverse value of the leaving 
member is sent to remaining members encrypted by each sibling key of the path set and is 
delivered by multicast. The performance of the proposed protocol is compared with that of the 
Simple Approach, OFT and LKH protocols. The comparison is undertaken according to the 
computational overhead, communication overhead, storage overhead, and message size. The 
results show that the proposed protocol improves the group performance in terms of 
computation overhead, message size and communication overhead 
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