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ABSTRACT

Nonlinear feedback shift registers (NLFSRs) have received much attention in designing various cryptographic
algorithms such as stream ciphers and light weight block ciphers in the provision of high-level security in
communication systems. The main purpose of NLFSRs is to generate pseudorandom sequences of bits. NLFSRs are
known to be more secure than their linear counterparts. However, there is no mathematical foundation on how to
construct an NLFSR with optimal period. In this paper, we propose a new type of NLFSR function of degree 2 with
optimal periods. Using our construction method, we propose 639 new functions of this type with optimal periods.

Keywords: NLFSR; Stream Ciphers; Pseudorandom; Feedback Functions; Optimal Period.

1 Introduction

Feedback shift register (FSR) is a kind of implementation possessing the property of randomness. FSR is one of the
most efficient ways to generate pseudorandom sequences. FSR has several applications such as authentication [1],
cryptography [2], testing [3], and data compression [4]. FSR has mainly two types: Linear Feedback Shift Register
(LFSR) and Non- Linear Feedback Shift Register (NLFSR). Notwithstanding the ease of implementation and speed of
LFSR, it can be cryptanalyzed easily due to its linearity and the simplicity of its structure. LFSRs are well studied in
literature, with a well-established theory. It is easy to mathematically obtain an LSFR feedback function with an
optimal period by using primitive generator polynomials.

An NLFSR is a generalization of LFSR in which the current state is a nonlinear transformation of the previous state.
This feature gives NLFSRs the ability to generate a very secure pseudorandom sequence which is hard to break
compared to the LFSRs. Thus, to determine the structure of NLFSR, we need at least @ (2") bits, while we need just
2n bits in order to break an LFSR sequence. While the theory behind LFSR is well understood, NLFSRs still have many
open fundamental problems. Probably one of the most important issues is to devise a systematic way to construct
NLFSRs with optimal periods. Existing algorithms are either only applicable to small NLFSRs or consider certain
special cases.

In this paper, we propose a new type of feedback functions of degree 2 that provides optimal periods. Our

construction method constructs 639 functions of this type for NLFSRs of sizes 8 < n < 23. The importance of this

work lies in generating NLFSR functions that can significantly improve the cryptographic strength of the generators

of stream cipher cryptosystems and pseudorandom number generators of many cryptographic algorithms. This

paper is organized as follows. Section 2 presents the necessary preliminary information and related definitions.
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Section 3 reviews the existing studies related to NLFSR functions with optimal periods. Section 4 describes the
proposed construction method. Section 5 presents the new NLFSR feedback functions. Finally, Section 6 concludes
the present study and offers recommendations for future work.

2 Preliminaries
An FSR has n binary storage cells; each of them can hold a single bit. Each celli € {0, 1, ..., n—1}is linked with a
state variable x; that shows the current value of a cell i and the feedback function f; : {0, 1} " — {0, 1} which reveals
the updated value of the bit /. The state of an FSR can be presented as a vector of values of its state variables (X, X
1, - . ., Xn1). The period of an FSR is defined as the length of longest repeated output sequence can be obtained. The
value of the cell 0 determines the output of an FSR, while the input of an FSR is determined by the value of the cell
n - 1. Figure 1 shows an n-bit FSR general structure.

input 4»{1!—' . > n—2 4>| 0 I output

Y

—( feedback function }-—

Fig. 1: An n-bit FSR general structure [14]

An FSR is called a Linear Feedback Shift Register (LFSR) when it has only linear feedback functions (i.e. of type f (Xo,
X1y « o Xn1) =Co- Xo @ C1- X1 D ... Co1 - Xn1 Where ¢, €{0, 1} fori €{0, 1, ..., n - 1}). Otherwise, it is called a
Nonlinear Feedback Shift Register.

LFSR is one of the most common methods used to generate pseudo-random sequences. LFSRs are considered a
well-known and mature area and most of the fundamental problems associated with LFSRs have been solved. The
current state in LFSRs is a linear function of the previous state [5]. Unlike NLFSRs, LFSRs have a unique
transformation between Galois and Fibonacci configurations [6] [7] [8].

In LFSRs, de Bruijn sequences can be produced using primitive polynomials and the theory of such sequences is well-
understood [9]. The primitive sequence is an important component in cryptography applications. In [10], [11] and
[12], it has been proved that the number of sequences which are cyclic equivalent equals:

n= 22" (1)

@(2"-1)

The number of primitive sequences together is B, as defined in (1). There are primitive LFSRs, where ¢ refers

to the Euler phi function.

To determine the structure of NLFSR, we need at least O (2") bits [13], while we need just 2n bits in order to break
an LFSR sequence. Figure 2 shows a 4-bit NLFSR with its feedback function.

3 = 2 1 0 =

(+) (1) (
+) +) +)

Fig. 2: A 4-bit NLFSR example [14].
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There are various functions of 22" on (n-1) variables. Therefore, the probability of choosing a primitive NLFSR
function of the following FSR form (Where g denotes to a Boolean function on (n-1) variables):

f(Xo, Xl,...,Xn_1)=Xo+g(X1, Xz,...,Xn_l) (2)
is given by:
22"t
T = (3)

3 Related Work

Non-linear feedback shift register functions have been in the focus of many researchers. For example, in [15] the
authors proposed an approach based on heuristic algorithm to find the period of NLFSRs with n < 6, and used their
feedback functions to generate pseudo-random sequences. Although this approach is efficient. However, it is only
applicable to small NLFSR feedback functions. In [14] Dubrova presented a list of n-bit NLFSRs with the optimal
period 2 "!; for n < 25. The study used the following three types of feedback functions with the algebraic degree

two.
eTypel: f(Xo, X1, ..., Xn=1) = X0 D Xa D Xp D Xc * Xd (4)
e Type 2: f(Xo, X1, c-y Xn=1) = X0 D Xa D Xp - Xc D Xd - Xe (5)
e Type3: f(Xo, X1, .., Xn=1) = X0 D Xa D Xp D Xc D Xd D Xe* Xn (6)

Wherea, b,c, d, e, h €{1,2,...,n -1}, x; €{0, 1}, and the addition and multiplication operations are in mod 2.
However, Dubrova’s work did not list all the feedback functions having optimal periods. Almuhammadi et al. [16]
proposed a new and efficient construction method. The authors used this method to construct the missing NLFSR
feedback functions of the three types given in [14]. They presented complete lists of these types for all sizes n = 4,
5, ..., 19. These functions were of degree 2.

On the other hand, several studies did not focus mainly on exploring NLFSR feedback functions with optimal periods.
However, they made use of one or more of NLFSR feedback functions as building blocks in different cryptography
applications. For instance, Rachwalik et.al. [17] implemented NLFSRs in Field Programmable Gate Arrays (FPGA) in
order to construct NLFSR feedback functions with maximum period. The study also showed the statistical properties
of the binary sequences of order of n = 25 and 27.

Mandal and Gong [18] proposed NLFSRs with optimal period to generate de Bruijn sequences of order n=23, 24 and
27.1n [19] an efficient way is proposed to generate a De Bruijn sequence by extending a maximal-length LFSR with
n stages. The proposed approach could be also used to encrypt images based on chaotic maps [20]. Poluyanenko
[21] proposed an approach based on FPGA. This approach proved the ability of FPGAs to generate NLFSR-based
sequences of large sizes. The author successfully generated some sequences for sizes n = 26; 27; 28 and 29, without
providing any complete list of these sizes.

4 The Construction Method

In this work, we used a sequential construction method similar to the one introduced in [16]. In this method, all
NLFSR functions of a specific type are enumerated. Then, an NLFSR period verifier system is implemented to verify
the optimality of the generated NLFSR feedback functions. The construction method consists of two steps: the
enumeration step and the period-testing step. The enumeration step uses Sequential Function Generator (SFG)
method, which enumerates feedback functions by incrementing the subscripts of a given feedback function. Then,

http://dx.doi.org/10.14738/tnc.72.6473
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the period-testing algorithm selects a start point of the states of the NLFSRs and determines the period of the
sequence by state transforming operations until the start point appears again. Finally, it keeps all the n-stage
feedback functions generating sequences whose periods achieve 2 "~!. The reader may refer to [16] for details about
this method and its proof of correctness. The reader may refer to [16] for more details about this method and its
proof of correctness.

This work mainly proposes a new type of NLFSR feedback function of degree 2 with optimal periods for n <23 as
defined in Equation (7).

f (X0, X1, «vy Xn=1) = X0 D Xa D Xp D Xc @ Xg D Xe @ Xn @ X X2 (7)

Wherea, b, c,d, e, h,w,z€{1,2,...,n-1} x; €{0, 1}, and the addition (XOR) and multiplication (AND) operations
are in modulo 2. The feedback function defined in Equation (7) is of algebraic degree2 because the number of
variables in the largest product term are two variables. This type of feedback function generates the primitive
NLFSRs for which the algebraic normal form of the Boolean function g defined in Equation (2) is quite simple.

5 The Proposed Feedback Functions

In this section, the complete list of all proposed NLFSR feedback functions of degree 2 having optimal periods as
defined in Equation (7) are given. Table 1 shows a summary of these new functions for 8 <n < 23.

Table 1. Summary of the New Feedback Functions of NLFSRs with Optimal Periods for (8 < n < 23).

n # of Functions n # of Functions
8 12 16 84
9 12 17 70
10 34 18 44
11 26 19 23
12 64 20 24
13 64 21 17
14 76 22 12
15 70 23 7
Total 639

A total of (639) new NLFSR functions with optimal periods for 8 < n < 23 have been proposed. The new NLFSR
feedback functions of this type are listed below. Each entry is of the form n (0, g, b, ¢, d, e, h, w, z) where n is the
size of NLFSR function, and a, b, ¢, d, e, h, w and z are the indices of the variables defined in Equation (7). For
example: f (xo, X1, X2, X3, Xa, Xs, X6, X7, X3) = Xo D X2 @ X3 D x4 D x5 D x5 D x7 D X1+ X5 is an NLFSR function with register
size n = 8, and it is represented below by the following entry: [8 (0, 2,3, 4,5, 6, 7, 1, 5)].

Copyright © Society for Science and Education, United Kingdom
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MLF5R Functions, n=18:

(0,1,23.7,13,14,3,15) (0.2,3,4,6,7,13,14,18) (0,3,6 10, 121317, 3,138
(0,1,2,7.9.10,13, 3, 15) (0.2,3,6 12 13, 15,2,15] (0,3,8 10, 14,1517, 1,5)
(0,1,2 11,1314 15 8 10} (0,237,812 14,1,13) (0,3,910, 11,12, 16,14, 17)
(0,1,3, 4.5 610,13, 15) (0.2, 41012141517 (0,456 9 12 15,3, 14)
(0,1,3,4.612 16,5 15) (0,256 811,14, 6, 14) (0,456 11,15 16,17, 3, 15)
(0,1,3, 4.8 10,1513, 17) (0,267, 89151 4) (0,4,69 11,15 16,5,17)
(0,1,3,4.911,13,3.13) (0,2,612, 141517, 3,9) (0,4,7 10,12, 13,16 4 12)
(01,35 11,1417, 4.10) (0,3, 4,5 716,17, 8 10) (0,48 11,13, 14 17,4 7)
(0,1,4 57,10 14, 11 14] (0,3,468 1213, 11,13) (0,567, 8 12,15, 4 10)
(01,47 11, 13 17,8 14) (0,3, 468 1416 11.17) (0,5 6 10, 12 14, 15 5.7
(0,1,4 713,15 17,8, 14) (0,3,46 81017 11,17 (0,579 14 15, 1?,5,15]
(0,1,4810,13,1510,12) (0,3,5 6,12 15,16, 3, 16) (0,589 11,1617, 3,15)
(0,1,5 8 812 15 5 15] (0,358 10, 14 17,6, &) (0,5 11,12, 14, 15,16,2, 4)
(0,1,5 711,14 17, 4 10) (0.3,6,9 12 13,14 4 15) (0,812 13,14 15.17,3. %)
(0,1,8 9121415 1. 7) (0,3,6 10, 11,1213, 8,14
MLFSR Functions, n=19
(0,1,2 3.5 1317, 1,13) (0.1,3,5,6,7 11,8 10) (0,2,35 11.12,16,9,13)
(0,1,2, 4.6 1518, 5.6) (0,1,3,5,6,912 14 16) (0,2,4561213,3 8
(0,1,2, 4.9 10 16,10, 14) (0.1,3,6,9,1017,7,13) (0,245 10 11,16, 15, 16)
(0,1,2 412,15 18,3, 11) (01,457, 11,16, 7, 15) (0,246 7,817, 14 17)
(0,1,2,56 14 16,3 18 (01,45 14,15, 17,13, 18) (0,2,4,7,10 14,17, 14, 16)
(0,1,2,67,1517,8.12) (0,1,49 1213, 14 1418 (0,3,57,8914 5 10)
(0,1,3 4.5 1417 11, 18) (0,1,7,8,8 11.14,3,11] (0,5,688 10142 4
0,1,3,48 1117 1.3 (0,2,3,5,8 11,12, 8 18)
MLFSR Functions, m=20:
(0,1,2,3.517,19, 5 11) (0,1,6,7,8 16,17, 4, 18) (0,2,59 12, 13,15 11,19)
(0,1,2,3,81618, 7.17) (0,1,6,7,12.13, 1E 4 ) (0,25 11,13, 15, 1?,2,14]
(0,1,2, 410,15 17,2, 3) (0,1,6,8,9 11,18, 12 14) (0,2,6, 89 14 17,14, 18)
(01,26, 11,15 18, 11,17} (0,1,6,8 1517, 18 4 16) (0,26 12 13:15.1?,14,18}
(01,2 11,12, 13 1E T 14] (01,7912 16,18 4, 6) (0.2,7,13,14 15 16, 2 10)
(0,1,3,4 813 18,13:151 (01,8 10,12, 13, 1T 13,17 (03,6 7, 12.15,16,1,3)
(0,1,3,4.91315 7.13) (0,2 4,6 11.12,16,9,19)
(0,1,4,5 7 11,18, 11, 15) (0,2, 4,7,15.16,17, 4, 9)
(0,1,4,7.91315 7. 8) (0,2, 4,8 13.16,17 6, 14)
MLFSR Functions, n=21
(0,1,2,3.412 18, 6, 18) (01,7, 11,12, 15,18 14, 20) (0,210, 11,12, 15,18 10, 19)
(0,1,2,3.5 617, 8, 9) (01,9, 11,12, 16,19, 5 3) (0,3, 4,56 1517 12 18)
(0,1,2,59 14 19,2 4) (0,2,3,4,7.11,19,1,10) (0,3,8,10,13, 14,16, 3,16)
(0,1,3 4.6 8 16, 1. 6) (0,238 10 13, 16,3, 19) (0 45791213 3 5)
(0,1,3, 410, 17,19, 7, 15) (0,2, 4,5 710,14, 7 13] (0,4,5 9 10,12, 1E 27
(0,1,7,8,13, 14,15, 8 10} (0,2, 412, 15, 16.13,1,15]

(0,1,2,3.9 11,13, 3,158 (0,1,9,10, 11, 14,18, 13, 16) (0,3,56,7.14 16, 4, 10)
(0,1,2,3.912, 20113 (0,2,6,9 10, 11,175, 7) (0,3,5 91011, 1? 4 17
(0.1,3,5.8.9,20,10_18] (0,2,9,10, 15 16, 21,3,19)
(0,1,3,6. 11,1317, 7.17) (0,2,10,13,19 20,21, 9, 21)
(0,1,6,7.12,13, 20,3, 19) (0,2,13,14,17.19,21, 4, 12)

MLFSR Functions, n=23:
(0,1,2 7,18 20,22 1.5 (0,1,3,5 16,21,22 18, 22) (0,1,7,15,16,19, 21, 3, 19)
(0,1,2, 12,13, 1? 19 2 k)| (0,1,3,11,12, 13,22 3,13)
(0,1,35 B, 10, 13 2, 22] (0,1,4,5 10 13,14 4, 8)
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6 Conclusion and Future Work

The pseudo-random generators for stream ciphers can be generated using NLFSRs. There is no
mathematical foundation on how to construct an NLFSR with optimal period. In this paper, we constructed
a new type of NLFSR feedback functions of degree 2 with optimal periods. A total of (639) new NLFSR
functions for 8 < n <23 are proposed. We ensured that these functions are the only ones existing within
this range. The construction method generating NLFSR functions is briefly described. For future work, we
suggest extending this work by generating more feedback functions having optimal periods with larger
values of n. Furthermore, this work can be extended to include NLFSR feedback functions of degree 3 and
higher that can generate more secure pseudorandom bit sequences capable of resisting the low-order
approximation attack.
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