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ABSTRACT   

Variety of network technologies deployed for ease of use and emerging technologies developed for better 

communication, enhanced security and faster delivery. The global financial crash of 2007-2008 created a 

lot of distrust between financial institutions and other stakeholders in societies across the globe. The 

general dissatisfaction caused members of the computing world to begin to ponder if there were 

electronic ways to ensure that disintermediation could be achieved. This would essentially get rid of the 

banks as middlemen or the very worst reduce their overall power and boost anonymity regarding 

transactions. The “Blockchain” is the end result of these deliberations and efforts. It is an unstoppable, 

trust-based, immutable, peer-to-peer distributed database that has found success in today’s world. Its 

most prominent application is in the crypto-currency field. However, it is slowly but surely being applied 

to other fields as well. This research paper highlights the previous trends in security and network field and 

exposing the importance of Blockchain technology interims of specific pros and cons.  
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1 Introduction		

The global financial crisis of 2007 and 2008 was a rude awakening for both developed and developing 

economies alike. The mismanagement perpetrated by the mega banks and other financial institutions 

reverberated across the globe with catastrophic consequences. Businesses have closed and 

unemployment rates shot up in several countries all over the world. It certainly did not help public 

confidence that many of the key actors in this tragedy were allowed to walk away with huge bonuses 

while average people were left with nothing. It is this sentiment that led to the conclusion that banks had 

too much power. In fact, at the time, a new phrase was coined by the government of the US; “too big to 

fail”. The sentiment that banks had too much power led several participants in the economics and 

computer science field to begin to explore other alternatives to the current financial system. In 2008, a 

white paper called, “Bitcoin: A Peer-to-Peer Electronic Cash System” was published by Satoshi Nakamoto. 

This white paper discussed the technicalities of developing a peer-to-peer electronic cash system called 

“Bitcoin” which would essentially cause disintermediation and improve transaction anonymity for its 

users. The ultimate effect of such a system would be the dilution or elimination of the power wielded by 

the banks and other financial middlemen. According to Nakamoto, this electronic cash system would run 

on a system without any central authority to regulate and eliminate double spending. It would also be 

based on a system where information would be transmitted via chains of data known as blocks. Deloitte 
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describes the blockchain as a distributed ledger where data is stored in fixed structures referred to as 

blocks. They go on to say that the crucial components of a block at its header and its content.  

Furthermore, the header contains metadata such as the time at which the block was created, its unique 

reference number and a link that points back to the previous block. On the other hand, the content is 

comprised of digital assets, instruction statements and transactions. Finally, they describe the common 

properties of all blockchain as follows: 

• Blockchains are digitally distributed across a peer-to-peer system in real-time 

• Blockchains are based on reaching consensus amongst the peers 

• Identity is proved on a blockchain by using digital signatures and cryptographic techniques 

• Changing a record on the blockchain is a daunting and near impossible process. Hence, the 

key requirement of the immutability of the ledger is met 

• The entire system is time-stamped and programmable 

This research paper seeks to explain the concept of the block chain and discuss the potential and existing 

applications of this technology. The following sections elaborate the previous related work done in the 

field of network security and communication before getting into details about Blockchain technology. The 

importance of the technology and proposed blockchain technology is elaborated with specific pros and 

cons before concluding the research paper. 

2 Related	Work	

Countries faced with many challenges because of corruption in government and public services. The 

virtualization of E-government services and practices helped developed and developing countries to 

decrease corruption and emerging technologies deployed to enhance e-government systems in different 

countries [1-2]. However due to variety of problems in existing virtualization technology and 

telecommunication infrastructure, the blockchain technology started to spread among developed and 

developing countries.  

The researchers focused on developing variety of different technologies in order to enhance secure 

communication environments [3-8]. The proposed mechanisms targeted to reach maximum efficiency 

with high level of security during data transmission in order to prevent intruders to gain unauthorized 

access. The governmental and non-governmental organizations focused on deployment of different 

technologies to propose a secure environment and protect user/customer data. The different security 

environments required different security proposal where all intermediaries and all nodes communicate 

in secure environment and shared data is prevented from alteration or modification [9-14].  

The most important aspect of providing security was focusing on different layers of communication and 

proposing a lightweight communication platform that would be scalable, flexible and fault-tolerant. The 

proposed security solutions against any kind of attack necessitate separate mechanisms that will focus on 

different events on data such as anomalies [15-21]. However the emerging technology called “Blockchain” 

provided all these series of functions together free of charge.  Even the deployment of different 

application in different environment, such as Big data and cloud environment become much easier and 

applicable due to security and flexibility of the blockchain environment [22-23]. 

Researchers support different ideas about blockchain as it will decimate the financial sector. According to 

them, the effect of the blockchain on the financial services industry will be as devastating as the effect of 
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the Internet on the music industry. Ultimately, it will leave the power and near monopoly of banks in 

tatters. They posit that, bitcoin will be the catalyst that will drive individuals and organizations to adopt 

the blockchain. They also talk about how the blockchain will enable other mechanisms such as smart 

contracts, asset registries, etc. that transcend the scope of banks and other financial services entities. The 

ability of blockchain technology to disrupt the financial services sector has not been lost on the banks. In 

fact, banks are beginning to build their own blockchains and are expected to implement them in 2017 

[27]. Gupta goes on to paint a rather intriguing picture of how the blockchain could be used for 

transactions in the future. For instance, he describes a scenario where driverless electric cars will be able 

to use the blockchain to pay for recharge services at charging stations and drones will utilize the same 

system to pay landing fees at landing pads.  Despite all these delightful prognostications, he admits that 

it is difficult to really know how far the technology will go in terms of adoption and implementation. 

Despite all these fanciful illustrations of the potential applications of blockchain technology to our world, 

perhaps a more in-depth look at the technology would be appropriate. Researcher describes the 

blockchain as a network of value as opposed to the Internet which is a network of information [27]. 

Perhaps this suggests that the blockchain is a potential upgrade for the Internet in the sense that the 

blockchain is a more reactive type of network to its users and environment. He goes on to discuss how all 

blockchains are based on the concept of a distributed ledger which allows users on a particular blockchain 

to deduce the state of the ledger at any given point in time. Users are also allowed to make additions to 

the block chain and the acceptance and balancing of these additions/transactions is carried out by 

common agreement via a consensus algorithm. This algorithm essentially regulates how new transactions 

can be added to the blockchain and verified as the true state of the data/information in the distributed 

ledger. The consensus algorithm is decentralized making it hard to corrupt or manipulate. Also, the system 

is secure due to a combination of decentralization, game theory and cryptography. The consensus 

algorithm has an aspect referred to as “proof of work” which incentivizes the members of the blockchain 

to process and regulate transaction addition and maintenance using cryptography as a valid tool. For 

instance, on the bitcoin blockchain, any network node can take part in the consensus. Each node 

competing in the consensus is referred to a miner. These miners compete in time spans of ten minutes to 

generate the next block of transactions to be added to the blockchain. A node is rewarded with bitcoin 

for successfully adding a block to the blockchain. Hence, this encourages miners to continue engaging in 

the aforementioned competition because it leads to asset growth.  

The innovation in information and information is known as blockchain which is good for static data and 

dynamic data, making a record in a system. In blockchain data can be save in three forms [24-27]; 

Unencrypted data – it the fully transparent and can ready by every participant. 

Encrypted data – Participant can read it with decryption key. 

Hashed data – can be accessible beside the purpose that made it to show the data wasn’t interfered with 

[28].  

Bitcoin has secured by 3,500,000 TH/S in more than 10,000 well known banks around the world, 

blockchain is so large and has cumulative so much computing power [28]. Bitcoin comparatively a new 

form of digital currency and it became common, where not many people know about and are making 

effort to use it [28]. The blockchain used as an emerging technology that has the potential to secure the 

transaction and to prevent intruders for unauthorized access. Apart from this, the blockchain have nothing 



Arif Sari; The Blockchain: Overview of “Past” and “Future”, Transactions on Networks and Communications. 
Volume 5 No. 6, December (2017); pp: 39-47 

 

URL:http://dx.doi.org/10.14738/tnc.56.4061         
 

42 

 

to do with bitcoin and especially for Wall Street purposes. Blockchain is far more beyond bitcoin and have 

much work to do with [32]. 

Bitcoin and other digital currency is getting known in 2017, but the more focus is on now blockchain. It is 

beyond virtual currency and has much more possible way other than just serving to bitcoin [29]. 

3 Importance	of	Development	

As described above, blockchains have the potential to revolutionize the world of technology and 

communication. At the very least, it is very likely to disrupt the financial industry and turn it on its head. 

The technology also has the potential to disrupt other markets such as the entertainment industry, the 

energy industry and even electoral processes. The group of researchers has described as how the 

blockchain can cause disintermediation in the entertainment industry [31]. Essentially, artists would be 

able to earn more because they would be able to sell their content directly to consumers using smart 

contracts. The various levels of middlemen would be eliminated and artists would be able to regulate 

content consumption and sale via smart contracts; programmable bits on a blockchain. In the energy 

sector, a scenario is described where independent generators of energy via renewable sources such as 

solar, are selling energy to one another via blockchains [30]. The large utility firms across the world are 

taking note of the trend and quite a few in countries such as Austria and Germany have started 

experimenting with blockchain technology. A comparison of the applications of blockchain technology in 

the financial services, entertainment and utilities industries generates a clear theme: disintermediation. 

The decentralized, distributed, transparent, programmable and anonymous nature of the blockchain is a 

death knell for middlemen. Smart and proactive companies are taking note and embracing the technology 

in a bid to remain relevant with time. 

4 Methodology	

As described above, blockchains have the potential to revolutionize the world of technology and 

communication. At the very least, it is very likely to disrupt the financial industry and turn it on its head. 

The technology also has the potential to disrupt other markets such as the entertainment industry, the 

energy industry and even electoral processes. Researchers describe how the blockchain can cause 

disintermediation in the entertainment industry [31]. Essentially, artists would be able to earn more 

because they would be able to sell their content directly to consumers using smart contracts. The various 

levels of middlemen would be eliminated and artists would be able to regulate content consumption and 

sale via smart contracts; programmable bits on a blockchain. In the energy sector, researchers describe a 

scenario where independent generators of energy via renewable sources such as solar, are selling energy 

to one another via blockchains [32]. The large utility firms across the world are taking note of the trend 

and quite a few in countries such as Austria and Germany have started experimenting with blockchain 

technology. A comparison of the applications of blockchain technology in the financial services, 

entertainment and utilities industries generates a clear theme: disintermediation. The decentralized, 

distributed, transparent, programmable and anonymous nature of the blockchain is a death knell for 

middlemen. Smart and proactive companies are taking note and embracing the technology in a bid to 

remain relevant with time. 
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The Hash 

Researchers defines a hash is the encrypted output of a bitstring. It is always a fixed-length output 

regardless of the length of input bitstring. The hashing algorithm used is usually SHA256. Also, on a 

blockchain, hashes must be collision-resistant. This means that is should not be possible to find colliding 

inputs. In other words, once a bitstring has been hashed, a slight alteration to it creates a completely 

different hash of the same length. On a blockchain, if a block’s hash is tampered with, the hash will change 

and will not correspond to the hash recorded all along the blockchain. This will indicate that the block is 

invalid and it will be ultimately dropped from the blockchain [33]. 

The Nonce 

A nonce is an abbreviation of “number used once”. In a blockchain, it is generally a very large random 

number, usually 32-bits and it is typically used once. The nonce plays a key role in the computation and 

validation of a hash in a block on a blockchain. It is a key part of the “proof-of-work” algorithm which is 

employed by the block chain to ensure that data validity on the blockchain is maintained and miners are 

rewarded for their computational expenditures on the blockchain [34]. 

The Transactions 

The transactions are quite simply that; transaction records. They are records of the transactions between 

users. In the case of bitcoin, it would comprise of transaction values and wallet ids. Transactions are 

generally visible to every member of the block chain. However, the use of wallet ids ensures that the 

actual owners and nature of the transactions are anonymous. 

How it works 

According to a research explained in the literature [34], when transactions are pushed to the blockchain 

to be processed and added, the following scenario plays out: 

• Nodes on the network compete to be the first to process said transactions. They do this to 

receive a reward for their computational expenditure 

• The computational expenditures occur due to nodes competing with each other to guess the 

correct nonce that when combined with the block payload generates an appropriate and 

corresponding hash. On average, this process takes about 10 minutes to complete. The 

successful node is rewarded with cryptocurrency. 

• Once the cryptographic “puzzle” is resolved, the block is added to the blockchain and 

broadcast to all nodes. 

5 Implications	

The blockchain is a consensus based, secure, distributed, immutable network of value. The distributed 

nature of the network, the consensus and the proof-of-work algorithms ensure that it is difficult to corrupt 

or manipulate data on the distributed network. To do so, you would need an exponentially increasing 

degree of computational power. Therefore, it is unlikely that any one node will be able to effect a change 

to an already added block on the blockchain and even then, all the other nodes on the blockchain would 

have to successfully validate it for it to be accepted on the blockchain. 

From the business perspective, the aforementioned aspects of blockchain technology make it viable for 

many industries/sectors. The distributed ledger paradigm and overall transparency of the system means 
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that it is quite difficult to attack or corrupt the transactions housed on the network.  The fact that the 

blockchain is programmable creates a paradigm where transactions can automatically regulated by smart 

contracts. These are scripts that essentially regulate how a transaction will proceed. As stated earlier, 

several industries have taken notice and have begun to experiment with the technology. 

Many companies started to deploy blockchain technology to replace current database systems or 

conventional RFID based systems in order to trace complete transactions of the organizations in a secure 

environment [35]. 

6 Conclusion	

In conclusion, it is clear that blockchain technology maybe the future of digital communication. It has the 

potential to disrupt so many industries; the financial industry is the most obviously affected. It is an open, 

distributed, secure and programmable system where elements of cryptography and game theory ensure 

that the system works. Many companies and other organizations are working to get it effective in all 

possible manners.  People discuss that in the future people will use blockchain in their daily life not only 

in the form of transaction but also it will give them a complete way to use it in their organization for record 

keeping and many more. Blockchain can provide positive shift in the dynamic market. One of the reason 

that a blockchain is have such impact compare to centralize system is that the centralize system it can 

work but it also a single time failure whereas in blockchain there are distributed ledger where recording 

of all transaction is not going to happen in one place but also its written in thousands and thousands of 

places it can’t go down and it is always transparent and people can always look it up, so it’s difficult and 

almost impossible to hack because the one have to hack every single computer at the same time or he/she 

has to double all network at once that is impossible to do so, or possible with quantum computers which 

are not easy to produce to conduct such operation today.  There are indicators that the technology is 

receiving greater adoption and relevance across several industries. In other words, it is unlikely that 

interest in blockchain technology is going anywhere but up. 
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