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ABSTRACT

Risk management (RM) is one of the main IS governance pillars. However, to remain a center of profit
and cost optimization for the company, this activity must be evaluated, monitored and improved
continuously. Hence the interest to develop an IS risk management maturity model. This paper aims to
address this need by providing the ISR3M (Information System Risk Management Maturity Model)
model. After a summary of literature review, it presents the design approach, then describes the model
and evaluates it.
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1 Introduction

Information System (IS) risk management contributes to the protection of the IS assets. It saves the
organism from the losses caused by the emergence of unwanted events having an incidence on the IS
objectives and consequently on its strategy. It also has an important role in making good decisions about
entering new opportunities. In addition, it promises an optimal allocation of resources [1]. However, it
presents a set of challenges for both professionals and researchers.

Indeed, a primary mission of Risk Managers is to help companies maximize profit through minimizing
the cost of risk [2]. The latter being a combination of the cost of risk management and loss due to their
eventual realization [3].

But "we can control only what we can measure" and we can measure only what we know. The first
challenge is then raised to know the status of the IS risk management. The second challenge is to
improve this activity to ensure efficiency and continuity of its implementation.

The present article aims to answer these challenges by proposing the ISR3M (Information System Risk
Management Maturity Model) maturity model for IS risk management. This model has for objective to
evaluate the maturity of risk management and ensure its continuous improvement through the
implementation of small changes, frequent, incremental, quickly obtained [4] and guided by kaizen
philosophy of "better than yesterday, less than tomorrow".

The second section presents a summary of literature review. It evokes the problems covered by section
as well as a comparative study of existing solutions. The third section describes the approach adopted
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for the ISR3M design. This is the MMDPIS process [5]. The proposed model is presented in fourth and
fifth sections and evaluated in sixth section. The paper is concluded in section seven.

2 Literature review

The interest of IS maturity models increases both for the researchers and for the professionals.
However, their development and adoption still face several problems [6] especially for IS risk
management discipline. There are two natures of problems.

The first is related to the definition of the studied field. Indeed, one of the problems hindering the IS risk
management is the ambiguity that prevails. In IS, the risks interpretations differ from community to
community [1]. In addition, IS risk management does not cover all aspects of the IS and is, in most cases,
related to IT aspects.

The second problem is related to the model design. The latter presents numerous points of
improvement such us:

e Lack of satisfactory answers to the implementation of improvement actions: the objective of the
maturity assessment models is to identify gaps that could be filled by improvement actions [7].
However, most of these models do not describe how to effectively carry out these actions to
deal with identified gaps ([8], [9], [10]).

e Falsified Certainty given to the decision-makers: another one critical, often shown, is that
maturity models can give in the decision-makers a "falsified certainty" regarding the diagnosis
and the evaluation of maturity. This report can be due to the carelessness of certain important
aspects of the studied domain. It is also due to the very limited understanding of the reality ([8],
[9]). For example, ([11]), [12], [13], [14]) qualify the models of maturity as "recipe stage by
stage" which simplify excessively the reality.

e Poor theoretical basis: The third point considered by [15] as the most important criticisms of the
existing maturity models are their poor theoretical basis. Indeed, most models are based on
"best practices" or "success factors" from projects that have favorable results to a company or
an industry [8]. Thus, to be consistent with the maturity model would not necessarily guarantee
that the company would be successful [8]. There is no agreement on a "right way" to ensure a
positive result [16].

e lack in tests of model validity: According to [12], the ambiguity noted in results of maturity
models lies in the insufficient emphasis on models testing in terms of validity, reliability and
genericity. [8] confirms this and thinks the maturity models are a foundation that lack of
experimentation.

o Not adequacy to the specific needs: other criticisms refer to the multitude of almost identical
maturity models and to the not thoughtful adoption of the CMM main plan ([17], [18], [19]). The
carelessness of the specific needs can hinder the achievement of the objectives of the maturity
model. In the same line, [10] think that the maturity models must be customizable, because the
internal and external characteristics can limit the applicability of a maturity model in its
normalized version [19]. On the other hand, the design of the model in question must consider
the context in which it will be deployed. The context is "all information that can be used to
characterize the situation of an entity" [20].
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The high level of formalism: [21] think that too much emphasis on the formalization of
improvement activities accompanied by extensive bureaucracy can block people innovation.
[13] postulate that maturity models should not focus on one level sequence to an "end state"
predefined, but on factors driving the evolution and change. The exaggerated formalism can
also urge to remain motionless on a single path of improvement. In such cases, the models of
maturity tend to neglect the potential existence of several paths so advantageous [22] and being
able to better answer the possible evolutions in studied IS.

The review of the literature also concerned a comparative study of the maturity models in risk

management and IS risk management. In the light of both natures of problems expressed previously, the

proposed criteria of comparison are:

C1: Genericity: the proposed solution should be generic viewpoint processes and IS risk
management concepts.

C2: independence of the context of application: the solution must be applicable in all the
contexts and the business sectors.

C3: Adaptability: The solution must take into account the specificities of the studied area.

C4: transparency: the solution has to insure the documentation and the traceability of the
maturity measures.

C5: plan improvement: does the model assist its users in the definition of an improvement plan?
C6: theoretical Basis: does the model based on the theoretical aspect of the domain studied for
the measure of the maturity?

C7: adequacy to needs (IS RM): is the model adapted to the IS risk management?

Table 1 shows the result of this study.

Table 1: Comparative study of RM maturity models.

Model Cc1 c2 3 c4 5 c6 Cc7
RMM [23] - + - - - - -
Praject RMM [24] - + - + - - -
CoPs [25] - + - + - - -
J-RMMM [26] - - - + - - -

ERMM-Level Assessment
Tool [27] N * .
CMMI [28] - + - + - - -
MMGRSeg [29] + + - - - - -
Modeéle de maturité de Risk . . ) . )
IT [30]

The natures of the problems being so defined in a rather clear and precise way, the proposed answer is

the design of a new model of maturity of the IS risk management: ISR3M. This model is developed using
the MIMDPIS process [5] described in section 3.

3 MMDPIS Process Description

The MMDPIS process is structured in three blocks: (1) design, (2) implementation, and (3) continuous

improvement (Figure 1).
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Figure 1: MMDPSI process description

3.1 Block 1: Design

The first block presents the design stages.
3.1.1 Establish charter

The establishment of the charter is the first step in developing the maturity model. The Charter may
mainly include: model denomination, studied area description, scope, model purpose, development
strategy, success factors, requirements, and stakeholders.

3.1.2 Establish the structure

The aim is to structuring the concepts of maturity depending on the purpose and scope of the model to
develop and also defining the architecture or the representation according to which the evaluation will
be made. In contrast to the other approaches cited in the literature review the definition of architecture
at the MMDPIS process takes into consideration the purpose and requirements of the model to be
developed.

This architecture can be of type: (1) staged, (2) continuous or (3) Focus Area. The choice must be
justified and documented.

The staged architecture is adapted when it is a question of estimating the global maturity of the
organization with regard to a given activity. This choice is recommended for example in case of
benchmarking study.

The objective of the continuous architecture is to evaluate domains or process according to predefined
levels of evolution, called "levels of capacity ". This choice is recommended when it is question of
making a comparative study between these domains in a perspective to prioritize improvement axes.

As for the third architecture "Focus Area", it defines control objectives specifically for each area of
studied activity depending on its life cycle phase. It enables to take into account the interdependencies
between these control objectives.
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3.1.3 Fulfill the structure
This step begins by identifying the elements of the model according to the adopted structure.

The explanation of these elements can be based on different approaches. The choice of method
depends on the context of the model development.

Indeed, the most common and recognized approach of the methods of maturity models development is
the literature review along with interviews of experts in the field. This approach is complete for some
items when needed, especially for complex or new areas by exploratory methods such as Delphi
technique, Focus group or case study.

The elements to be defined for all the types of structures are:
e Axes and elements of evaluation.

e Domains and groups of domain: the identified domains must be mutually exclusive and
collectively exhaustive. The link Domain/Group of domain can be established according to a
Top-Down or Button-up approach according to the context of model development.

e Objectives of control: for every domain, define the objectives of control.

Specific elements of each structure are:
e Maturity levels for staged architecture: define the maturity levels of the model and control

objectives required for each domain to reach a given level.
e The capacity levels for continue architecture: define the capacity levels and control objectives
required for each domain to reach a given capacity level.

The interdependencies and ranks of control objectives (CO) for FA architecture: define for each control
objective a rank and dependencies on other control objectives (1).

If the CO is independent of all others CO, then rank (CO) = 1.

If the CO depends on a number of other CO: {CO1, CO2, .., COnj}, (1)
then the rank is calculated as rank (CO) = Max (COi) +1, 1 <=i<=n.
e These two elements are used to determine the maturity matrix and define maturity levels.

3.1.4 Defining the measurement system
In this stage are defined the elements of the measurement system:

e Elements of control: for every control objective define the corresponding control elements,

e Method and evaluation tools: it is necessary to define the method according to which the
evaluation will be made and which tools to use for the collection of the measures and their
exploitation,

e Evaluation Team: the human element is central to the measurement system. It is important at
this stage to identify the requirements for this element or detail them if they are already
identified in the model charter. These requirements may be under three aspects: skill, function
and behavior. The latter can result in motivation, commitment and adherence to continuous
improvement project.
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3.15

Evaluate the model (PoC: Proof of Concept)

The purpose of this evaluation is to check whether the model designed meets the predefined

requirements. Evaluation can be done through the progress of a case study example.

If the evaluation is satisfactory, the maturity model developed is implemented. Otherwise, a second

iteration is started. The recovery was made from the stage representing the source of the problem or
dissatisfaction.

3.2

Block 2: Implementation

The second block guides the implementation of the designed maturity model.

3.2.1

Prepare evaluation

The proposed evaluation process involves the following steps:

Constitution of the evaluation team: It consists on constituting the team of evaluation according
to the requirements predefined in the charter and the measurement system. The participation
in this exercise must be accepted without additional or hidden responsibility for the evaluation
team. The communication and the raising awareness of the team are important. A Quiz can help
to do this and also to measure the adhesion of the team before beginning the evaluation.

Define IS to evaluate: At this stage, we have to define the list of IS to evaluate. For each IS, it’s
important to define the corresponding life cycle phases and calculate the weight reflecting its
importance in organism. We propose to calculate the weight based on three elements: (1)
consumption of the cost, (2) consumption of the load, and (3) contribution to the strategy. Table
2 provides a calculation example of this weight. Column 1 provides the name of IS. Column 2
gives the rate of annual consumption compared to the total annual load. Column 3 shows the
annual rate of consumption relative to the overall annual cost. Columns 4 to n describe the IS
contributions in organization strategic objectives (SO). This qualification is made on a qualitative
scale to which corresponds a quantitative scale: F: Strong 3, M: Medium 2 and Fb: Low 1. The
first part of the column n+1 calculates the contribution according to predefined quantitative
scale (2). The second part of this column gives the contribution in the form of rate with regard to
the global contribution (for example for IS 1 is equal to 67% = 6/ (3 + 6)). The last column n + 2
is dedicated to the calculation of the overall weight of the IS based on the three elements
previously defined: load consumption, consumption cost and contribution in the strategy. This
weight is given by the formula (3).

Contribution = [(3 * F value) + (2 x number M) + (1 x number Fb)] (2)
(for example for IS 1 is equal to 3 * 2 = 6)

Weight = (Val_col 2+ Cal_col3 + Val_part2 (Col n+1)) (IS)/ Total (Val_col 2+ (3)
Cal_col3 + Val_part2(Col n+1))(all IS).

Table 2: Example of calculating of the IS weight

Col.n Col.n+1 Col.n+2
IS load Cons. ost Cons. |Col.45.0
5.0. Cont. 5.0. weight IS
151 25% A40% F F 5] 67% 44%
152 75% 609% F 3 33% 56%
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3.2.2 Establish an improvement plan

An evaluation plan depends on the adopted evaluation system. However, it usually contains: sessions of
presentation and explanation of the model/ system evaluation tools, evaluation Workshops and
outcomes discussion sessions.

The development of the improvement plan first requires an analysis of assessment results.

Once this analysis made, a list of the scenarios of improvement is established. These scenarios represent
the possible paths of improvement. The person responsible for implementing the maturity model should
select the most optimal path answering the objectives and constraints of the organism. Optimization
paths for improvement may require the definition of the elements of calculating the improvement
effort. He can involve in particular the knowledge of the cost and the load estimated as well as of the
impact of implementation of the improvement actions.

3.2.3 Communicate the improvement plan

The improvement plan should be communicated to all stakeholders in an objective of validation,
implementation and monitoring of improvement actions.

3.3 Block 3: continuous improvement

The third block is dedicated to the model continuous improvement. It is a question of defining the
improvement actions of the developed model following its implementation.

e Develop the application report: This report serves to register reports and remarks resulting from
the phase of implementation.
e Define the model improvement actions: it can give rise to a new iteration for its development.

4 Design of ISR3M Model

4.1 Elaboration of the model charter

Charter is constituted of following elements:

e Denomination and studied area: the model is called ISR3M (Information Systems Risk
Management maturity model) and it is developed for the evaluation of IS risk management.

e Scope: domains concerned by the ISR3M model both in research and in practice are the risk
management and the information systems. The definition adopted for the IS is that of a special
case of work system [31]. The elements to be considered in the study of such systems are:
participants, information, technology, processes, products and services, customers,
infrastructure, environment and strategy. As for the risk management device, we adopt the I1SO
31000 Framework [32] with the generic management cycle proposed by Sienou [33]. This cycle
resumes the stages of the process proposed by ISO 31000 with a restructuring of its phases.
Indeed: (1) communication is considered as an activity inherent to every phase of the process
[33], (2) the cycle of management preserves its iterative character, but no longer requires
synchronization of all stages with a monitoring phase [33], and (3) Treatment may be the cause
of a new iteration process [33].
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e Model purpose: the objective of the ISR3M model is assessing IS risk management. The
development of this model should provide answers to the above problem from two
perspectives. The first perspective is academic. The model must address a problem not
sufficiently addressed in IS research: the assessment of IS risk management. The proposed
solution must also be able to open new avenues and opportunities in scientific research in this
area. The second perspective relates to the practical side. The proposed model should be easy
to implement and comply with the best practices of risk management.

o Development strategy: it is a question of developing a new IS risk management maturity model
using the MMDPIS process [5].

e Success factors: success factors of ISR3M model concern mainly: (1) taking into account the
theoretical aspects of the concerned areas especially information and risk management
systems, (2) involvement of stakeholders, and (3) simplicity and ease of implementation.

e Application scope: given the nature of the area studied, the application of ISR3M model
concerns the whole organism.

e Requirements: the proposed requirements are the comparison criteria of maturity models
presented in second section: cl: Genericity, c2: Independence of application context, c3:
adaptability, c4: transparency, c5: plan improvement, c6: Theoretical basis and c7: need
Adequacy (IS RM).

e Stakeholders: it involves target audience (IS risk management device evaluators, auditors...),
implementation responsible (IS risk management managers), and respondents and interviewees
(risk managers, IS project managers.., etc).

4.2 Establishment of the structure

The ISR3M model is structured along two dimensions. The first dimension includes evaluated activities.
It is a question of risk management activities. The second dimension represents the aspects under which
these activities are evaluated. It is a question of evaluation axes and elements related to an IS defined as
a WSs.

The maturity assessment is made according to the architecture "Focus Area". The choice is justified by
the fact that this architecture provides a more sophisticated approach than the other two architectures
in relation to the purpose and scope of the ISR3M model. Indeed, it defines small evolutionary steps
thus making improvement easier, less risky and less costly. The road improvement is clearer.

The choice is also justified by taking into account the interdependence of the control objectives which is
an important characteristic of the risk management business.

4.3 Populate the structure

4.3.1 Determination of the axes and elements of evaluation
The areas of assessment are the elements of the IS defined as WS [31]. These are: (1) infrastructure, (2)

strategy, (3) environment, (4) technology (5) Information (6) participants, (7) process (8) products, and
(9) customers.

The evaluation elements of each axis are identified through (1) the missions and requirements of WSF as
defined in the literature [31], (2) the application of the theory RBV (Resource Based-view) [34] on IS
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defined as WS considering both dynamic resources such as skills, as static as the technical infrastructure,
(3) the IS risk factors [35], and (4) interviews with IS experts.

Table 3 lists the evaluation elements for each component.

Table 3: IS evaluation elements

Axis Evaluation element Axis Evaluation element
Technical infrastructure Security
Infrastructure Human infrastructure Information Reliability
Informational infrastructure Relevance
Strateay ngﬂ. mE|:1t Ag\l.lty i
Contribution Formalization
Qrganism Process Updating
Environment Culture Interaction
Intra Enterprise regulations Coherence
competitive importance Compliance with requirements
complexity Product Quality
IT Codifiability Exploitation
Potential of credibility Needs
Strategic profile Satisfaction
Competence Customer Competence
Participants Cooperation
— Cooperation
stability

4.3.2 Definition of domains and domains groups

The areas adopted for ISR3M model are the risk management activities. It is deducted from Risk
Management Framework proposed by ISO 31000. The domain groups are the three pillars of the 1SO
31000 Framework. We have added the "Recording" section.

The areas of maturity are then listed in Table 4. For the domain group "Process", the maturity domains
of selected areas are sub-activities of each of its activities. This is justified by the fact that this level
reflects more the operational component of the process.

Table 4: ISR3M domains

Domain group Domain

RM principle RM principle
Mandate and commitment
Design of framework
Implement risk management
Monitor and review framework
Improve framework
External context

Organizational framework of
risk management

Internal context

Process context
RM criteria
Risk identification

Process

Risk analysis

Risk evaluation

Selection of treatment options

Domain group Domain

Davelopment of the treatment plan

Implementation of the treatment plan
Monitoring and review

Recording Recording
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4.3.3 Determination of control objectives

The objectives of control describe the way of progressive improvement of a maturity domain. To define
them, we used: (1) description of Framework of risk management given by the standard 1SO 31000, (2)
study of the literature, and (3) focuses group and interview with risk management experts.

A control objective is identified via the following elements: (1) code, (2) name, (3) target (4) actions
needed for its implementation, (5) prerequisite control objectives on which it depends, (6) estimated
load, (7) estimated cost of implementation, and (8) implementation of impact.

For example, the control objectives defined for the RM principles domain are:

e A:Reminded principles
e B: Principles formalized and communicated
e (C: Principles evaluated in terms of understanding and adherence

4.3.4 Determining the position of the objectives control in the maturity matrix

The position of the control objectives in the maturity matrix is defined by calculating their ranks
according to the rule (1).

The application of this rule allows obtaining the matrix of maturity illustrated in figure 2.

N* Doimaiin 012|344 |5(6|(T7|8|0|10|11|12
RM princigles (FRM) AlB|C
organizational framework

Mandate and commitment {ME| AlB
Design of framework (CCO) A[B|C|D|E
Implement risk management (M OE) A BlC

Monitor and review framework (SRLC) A B[LC

- T S P N

Improve framework (ACC) i} B

m

Process

Establish context
7 | External context [ECX) AlB
8 | Internal Centext (ECI) AlB
9 | Process cortext (ECP)
10 | RM critena (ECC) A 8

m| oo

(]

Risk assessment
11 | Risk identification [API) A 8fc

.|
=)
m

12 | Risk analysis [APA| A Bl C
13 | Risk evaluation [APV| A B|C
Treatmert

14 | Selection of treatment coticns (T50) A B
15 | Development of the treatmernt plan (TEP| A B C

(9]

16 | Implementaticn of the treatment plan [TMP) A B|C

17 | Monitoring and review (53] A B|C

12 | Recording A|B|C

Figure 2: Positioning matrix

4.4 Definition of evaluation system

4.4.1 Definition of control elements

In order to build this system, we use an approach based on the principle of the method GQM (Goal-
Question-Metric) [36]. This process involves the following steps:
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e Determine the objectives of the evaluation system (Goal): The system of evaluation has for
objective to estimate the domains of maturity through the evaluation of the realization of the
corresponding control objectives. This allows fulfilling the matrix of maturity pre-established
according to the verified OC and to define the level of maturity of the risk management of IS
studied. There are 18 goals. They can be so formulated as: Gi: " estimate the domain of maturity
Di", 1=<i=<18,

e Formulate questions (Question) to identify aspects to be measured to assess the achievement of
defined objectives. In light of defined objectives, questions can be formulated in the following
way: Qi: "In what stage of development is the domain Di?" (1 <=i=<18),

e Define metrics (Metric) to evaluate these aspects: Metric responding to the question Qi Di for
each domain are related control objectives,

e Define the elements to measure these metrics: these elements, called in the ISR3M model
control elements, are specifically defined for each control objective from its requirements.

Table 5 shows an example of the definition of the control elements: PRM.C: "Principles evaluated in
terms of understanding and adherence" of domain "RM principles”.

Table 5: Example of control element

oc OC goal Aspect to be verified Elements of control of the OC
. . -Does the organism measure the level of
o Assess the -Understanding of risk . . o
Principles ) o understanding of |5 risk management principles
i understanding and management principles )
evaluated in terms o ) o (surveys, quizzes ...)?
i application of risk -Application And ;
of understanding ) - Does the organism measures the degres of
management adherence to risk ) o
and adherence. - o adherence to 1S risk management principles
principles. managemeant principles )
(surveys, quizzas ...)?

A control objective is checked whether all control elements have a favorable response ie equal to "yes."
4.4.2 Method and Assessment Tool

The evaluation is done through a self-assessment questionnaire. The latter is formed from the control
elements previously defined. It is divided into three categories according to three categories of
evaluation: (1) category 1: organism, (2) category 2: IS, and (3) category 3: IS with considering axes and
elements evaluation.

This questionnaire according to its three categories is implemented in Excel.

For purposes of consolidation measures made by control elements, the answers are translated into
guantitative values: "Yes" =1 and "no" = 0.

The first category concerns the management of the IS risks at the level of the organism in a global way. it
concerns in particular domains belonging to the groups of domain " RM principles" and " organizational
framework". A control objective is considered achieved if all the answers to the relevant questions
(control elements) are "yes".

The second category concerns studied IS. However, the questions are not declined in axes and elements
of evaluation. An objective of control is considered reached if all the answers to the corresponding
guestions (elements of control) are in "yes". The activity "recording" and "the treatment" are examples.
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The third category requires checking elements of control of a domain at the level of every evaluation
element of the studied IS. This questionnaire allows to consider the specificities of every organism
through a configuration variable called "Applicable" indicating the applicability or not of an element of
evaluation and if it presents an eliminatory characteristic. The Measure of a control element (EC)
relative to an evaluation axis (IS elements) is the rounded value of the arithmetic mean of the
measurements of its evaluation elements taking into account the settings of variable values (4).

Measure_EC (Axe_Eval) = Round [mean (Mesure_EC (Elt_Eval i) x Valeur_Applicable (Elt_Eval
i))]; 1<=i <= number of assessment items in Axe_Eval

(4)

The questionnaire also takes into consideration the IS lifecycle. Indeed, the measure of a control
element is the rounding of the weighted average of its measurements by axis evaluation (5). The weight
(Axe_Eval) of this weighting is the importance of each axis evaluation in the phase of the life cycle of the
information system at the time of the evaluation. In the absence of studies dedicated to the calculation
of this weight, we propose to hold focus groups to define for each type of Sl as the context of the
business.

Measure (EC) = Round [Sum (weight (Axe_Eval j) x Mesure_EC (Axe_Eval j))]; 1 <=j <=9 (5)
(number of evaluation axes = 9)

The measure of a control objective is "yes" if all the corresponding questions are "yes" (value 1) and
"no" (value 0) otherwise (6).

Measure (OC) = product (Measure (ECi)); 1 <= i <= number of EC in OC (6)

Once the control objectives evaluated, the matrix is populated. The lines of each domain are marked
with a different color until the corresponding cell to the maximum value of the ranks of control verified
objectives. The maturity level of IS risk management for each domain group is the one corresponding to
the right column which all the cells harboring the required control objectives are colored. Figure 3 gives
an example of the filled matrix.

The company may have a global view of the maturity of its IS risk management through the
consolidation of its various IS measures. Indeed, for each maturity domain, the overall rank is the
rounding of the weighted average of the ranks in each IS. Quantitative values for each control objective
are the corresponding ranks at the maturity scale. For example in the matrix shown in Figure 3, the
value corresponding to the control objective "D" verified by the CCO field is "5". The consolidation
weight is the weight of the IS reflecting its importance in the organism strategy.
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N*® Domain 9 |10 |11 12
1 RM principles(PRM)
Organizational framework
2 Mandate and commitment (ME)
3 Designofframewaork ICCO)
4 Implement risk management(MOE)
5 Moniter and review framework (SRC) c
6 Imprave framewark (ACC) g|cC
Process
Establish context
7 Extzrnal context (ECX|
8 Internzl Context (ECI)
9 Process context (ECP)
10 RM criteria (ECC)
Risk assessment
11 Risk identification (AFI)
12 Risk analysiz (APA)
13 Risk evaluztion (APV)
Treatment
14 Selection of treatment options (TSO) c
15 Developmentof the treatment plan (TEP) B C
15 Implementation of the treatment plan (TMP| B|C
17 Maonitering and review (53] B|C
18 Recording

Figure 3: Example of maturity matrix

4.4.3 Definition of the evaluation team
The evaluation team should be constituted mainly from:

e Responsible of implementation: he can involve for example auditors or external consultants.
e People asked: it is mainly about risk managers, IS project managers and business managers.

4.4.4 Model evaluation

The evaluation can be realized through the application of the designed model on a pilot information
system. It has for objective to test the applicability of the proposed version.

We applied the model in three iterations on three different IS. Adjustments and adaptations concern
including control elements, dependencies and positioning control objectives of the various fields in the
maturity matrix.

5 Implementation

5.1 Evaluation approach

The implementation begins with the definition of the team of evaluation and their raising awareness
with regard the importance and to the added value of the work to be made.
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A working session was then held with the constituted team. Its primary purpose is to explain to
members the main concepts used in the ISR3M model. These include the information system definition
and the risk management process. A second objective is to present the evaluation system.

The evaluation team has the task of describing the IS object of the valuation. This description requires
the definition of four main elements for each SI: (1) the nine elements of the WSF, (2) the weight of
these elements in relation to the different phases of the IS life cycle, (3) IS current phase over its life
cycle, and (4) the IS weight in relation to the management of global IS risks. This weight can be
calculated using the method proposed by the MMDPIS process (3).

The questionnaire is informed by the evaluation team. A workshop is provided later to discuss the
answers and finalize the results. This workshop allows the administration of the questionnaire via the
"face-to-face." This approach allows for more reliable and less confused answers.

5.2 Elaboration of improvement plan

5.2.1 Analysis of evaluation outcome

The results of the evaluation are maturity matrix for each IS and an overall maturity matrix. The latter is
established and analyzed in three visions. The first is a "pessimistic" vision involving the minimum
control objectives per domain. Through this vision are located the most defective areas in risk
management. The second is an "optimistic" vision. It brings maximum control objectives per domain.
This allows to know the most advanced areas in risk management and to create a positive synergy
between all the IS. The third vision provide the overall maturity of IS risk management. It is obtained
through a weighted average of different IS maturity matrices.

The design of a pivot table allows to conduct an analysis of the evaluation results (by IS, control
objective, level of maturity, etc.) according to the need for the decision-makers.

5.2.2 Determination of the improvement strategy

To define the improvement strategy, the organism defines at first the approach of improvement. The
latter can be made according to two approaches. The first one is an approach " top - down ". In this
case, the target is defined at the level of the global maturity matrix and then declined on the maturity
matrices of the various IS.

The second approach is an approach "button-up". This approach allows the organism to define the
target maturities at the level of every IS. The improvement of the global maturity is the consolidation of
the improvements of the various IS.

Secondly the organism defines the desired way of improvement: by maturity level target or control
objective target.

If the organism decides to improve his IS risk management maturity towards a given maturity level then
all the objectives of control placed before this level must be reached. The actions to be realized are
clear.

If the organism decides to improve the maturity by control objectives target, it must ensure that the
prerequisites of target control objectives are checked. These are mainly related to dependency
constraints.
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To guide the selection and implementation of the treatment strategy, we propose two algorithms: the
first, called "prerequisite-way", is dedicated to the definition of the prerequisites to achieve a given
target.

The second called "improvement declination» define from a global target control objective the control
objectives by IS to achieve with optimizing effort.

Table 6 presents a summary of the proposed improvement strategies.

Table 6: Improvement strategies.

Improvement
Improvement strategy Target definition Proposed algorithm
approach
R ; Prerequisite-way
Top-Down by maturity level By maturity level
Top-Down Improvement declination
Top-Down by control By control Prerequisite-way
objective objective Improvement declination
Buttom-up by maturity level By maturity level Prerequisite-way
Buttom-up by control Buttom-U| By control
. P_ ¥ P Y i Prerequisite-way
objective objective

5.2.3 Elaboration of improvement plan

Once the improvement strategy elaborated, the plan of improvement is established. The latter is formed
by the necessary actions for the achievement of the target control objectives. These actions arise from
those proposed for the implementation of the control objectives. The treatment plan has to specify the
responsible and the schedule of implementation as well as monitoring milestones.

5.2.4 Communicate the improvement plan
Improvement plan is communicated to all stakeholders for monitoring and implementation.

6 ISR3M Evaluation

The evaluation of the model is realized according to two axes. The first one concerns the criteria
proposed in second section (table 7). The second axis concerns a naturalistic evaluation of the model. It
will be presented in an upcoming paper.

Table 7: Evaluation of ISR3M

Criteria Evaluation
C1: Genericity: the proposed solution should be| The process on which is based the proposed model is the one
generic viewpoint processes and 15 risk managament | of the standard 150 31000 which is generic viewpoint process and
concepts, RM concepts.
C2:independence of the context of application:
the solution must be applicable in all the contexts and The model can be applied to any 15 in all contexts and sectors.

the business sectors,

A "Applicable” parameter is introduced during the evaluation

C3: Adaptability: The solution must take into at the level of avery element of evaluation. This parameter allows
account the specificities of the area studied, to specify if each of the latter is considered or not according to
the context of IS or of the organism.
C4: transparency: the solution has to insure the Evaluation system as well as the documents registered for
documentation and the traceability of the measures every version of the model insures the traceability of the
of maturity, measures.
C5: plan improvement: does the model assist its The model assists its users in the definition of the strategy
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Criteria Evaluation
users in the definition of a improvement plan? and the improvement ways of both proposed algorithms.
C6: theoretical Basis: does the model base itself The model ISR3M is effectively based on the theorstical
on the theoretical aspect of the domain studied for aspect of the various domains of its scope through the detailed
the measure of the maturity? study and the effort dedicated to the corresponding literature
specially in information system and risk management.
C7: adequacy to needs (IS risk management): is The model is developed for the evaluation of the IS risk
the model adapted to the IS risk management? management.

7 Conclusion

IS risk management is becoming increasingly widespread. The evaluation of this discipline through
maturity models in a perspective of continuous improvement is a guarantee of the preservation of its
value as a profit center. A series of works related to the assessment of this discipline exist but have
limitations in scope and design. Indeed, on the one hand, the existing maturity models deal only with
aspects related to IT. On the other hand, these models have conceptual limitations such as: (1) lack of
satisfactory answers to the implementation of the improvement actions, (2) the certainty falsified given
to decision makers, (3) poor base theoretical, (4) inadequate model validity tests, (5) failure to fit the
specific needs of the areas studied, and (6) the high level of formality. The absence of documentation
and transparency as for valuation methods are added to these limits.

The solution proposed in this article is the ISR3M model. This maturity model is dedicated to the
evaluation of the IS risk management. It is developed according to the MMDPIS process [5] so as to
address the problem stated above. Its evaluation shows compliance with pre-established requirements.

The presentation of the implementation results of ISR3M model on an actual case study is planned in
future work.
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