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ABSTRACT

It is no doubt that we are in the era of ‘big data’, and different machines and tools are being
developed every day to enable users to effectively access, manipulate and process data to
provide timely information needed for decision making. The situation has led to increasingly
use of wireless devices including smartphones, tablets, pacemakers, etc., with different
platforms. As professionals including doctors, engineers, scientists, artists, etc., use these
devices in accessing, process and disseminating information services are available, so also
malware attackers are strategizing. Hence the last one decade has witnessed constant
literatures in the design and development of both supervised and unsupervised machine
learning algorithms to checkmate malware applications in wireless devices. In this paper, we
study the properties of unsupervised learning algorithms; in particular, we quantify the
performance of these algorithms under two scenarios; using data sets from unknown attackers
and data sets from known attackers. Our findings show that the recently y -algorithm appears

superior to the other unsupervised algorithms investigated.

Keywords: big data, wireless devices, malware, supervised algorithms, unsupervised
algorithms.

1 INTRODUCTION

The use of wireless devices such as smartphones, tablets, pacemakers, etc. have become very
popular among professionals because they provide convenience and easy access to timely
information. As the functionalities and capabilities of these devices are increasing rapidly within
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a short space of time with every new model, health experts and other users are beginning to
rely on them to conduct diagnoses, businesses, interact with families and friends, play games,
shopping, etc. Medical scientists have keyed in into this technology, using smartphones and
wireless pacemakers for diagnoses, early testing, and electronic medication alerts with the aim
of reducing prescribing errors [20]. A pacemaker is a small device that is placed in the chest or
abdomen to help control abnormal heart rhythms, while the recently developed mobile phone
application could help make monitoring conditions such as diabetes, kidney disease, and
urinary tract infections much clearer and easier for both patients and health professionals, and
could be used to slow or limit the spread of pandemics in the developing world [20].

As the technology is developing rapidly with increasing applications, so also security
threats that target these applications are on the increase. In fact, malicious users and hackers
are taking advantage of lack of standard security mechanisms to design mobile-specific
malware that can access sensitive data, steal users’ phone credit, or deny users’ access to key
functionalities in the device [18]. In the Juniper networks report on mobile threats, malware
attacks have increased by 155 % across all platforms. In particular, devices with android
platform had the highest malware growth rate [19].

To mitigate these security threats, the last one decade has witnessed a constant stream of
literature on design and development of machine learning algorithms to detect malware in
wireless devices. In this paper, we evaluate the performance of some the proposed and
currently used unsupervised algorithms. In particular, we study their properties and
characterize their performance under two scenarios: data sets from known attack and data sets
from unknown attacks.

Summarizing, our main findings in this paper are:
e We study the properties of some unsupervised learning algorithms.

e We create different data sets and run the algorithms to produce experimental results.

e We find that the recently proposed y -algorithm demonstrates some significant
performance difference in both data sets with known attacks and data sets with
unknown attacks.

e y-algorithm is shown to be more promising than other unsupervised algorithms

evaluated.

The reminder of this paper is organized as follows: Section 2 reviews some relevant
background work. Section 3 discusses types of machine learning, while Section 4 describes the
unsupervised algorithms we have evaluated. Section 5 presents our experimental results, while
the results are discussed in Section 6. The paper is concluded in Section 7 with proposed
research direction to formalize probabilistic models to quantify currently used supervised and
unsupervised algorithms in static and dynamic environments with a view to determining
allocation of scarce resources to promising algorithms at early design stage.
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2 RELATED WORK

It is no doubt that we are in the era of ‘big data’, and different machines and tools are being
developed to ensure that users have access to timely information to make decisions wherever
they are. Many professionals have keyed in, doctors and other health experts use smartphones
and other wireless devices to conduct medical diagnoses and tests. As these wireless devices
with different operating platforms are increasing, developers of malware are strategizing. This
has intensified and motivated research in machine learning to checkmate malware in different
platforms. More heuristic methods have been proposed in this field to tackle specific problems.
For instance, neural network models [21] have been inspired by the support vector classifiers
[22, 23, 24]. Weston et al. [25] focused on the study of outliers from the perspective of the
classification problem.

In the last decade, the field of semi-definite programming (SDP) has opened windows of
opportunities for designing promising machine learning techniques. The consistency of
researchers in this field has yielded a viable technology with efficient characteristics similar to
guadratic programming [26]. Lanckreit et al. [27] demonstrated how SDP is used to optimize
the kernel matrix for a supervised support vector machine (SVM). Xu et al. [28], De Bie et al.
[29] developed new unsupervised and semi-supervised training techniques for SVMs based on
SDP.

Several machine learning techniques have been applied for classifying applications with
focus on detecting malware [30, 31]. Their goal is to classify applications into two main
categories; malware or goodware. In [32, 33], the authors tried to classify applications by
specifying the malware class (e.g., worms, Trojan, virus, etc.).

As the number of malware samples is exponentially increasing, particularly with Android
platform, several techniques have been proposed to tackle the surge. Shabtai et al. [34] trained
machine learning models, e.g., parsing apk which contains xm/ and counting xml elements,
attributes or namespaces. They evaluated their model using information gained, fisher score,
and Chi-square. They obtained 89% of accuracy classifying applications into two categories:
tools and games. Recently, the y -algorithm was proposed [11]. It is a graph-based outlier which
assigns to every example the 7-score, which is the mean distance to the example k-nearest

neighbors. Our experimental results show that this algorithm appears superior to other
unsupervised algorithms in detecting malware in data sets involving known and unknown
attackers.

The surveyed works provide the background for this paper. We study the properties of some
unsupervised learning algorithms. In particular, we evaluate their performance under two
scenarios: we create data sets with known attackers and data sets with unknown attackers. We
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run the algorithms under these two situations and find that the y -algorithm is more promising

in detecting malware than the other algorithms investigated.

3 MACHINE LEARNING

Machine learning is a set of methods that can automatically detect patterns in data, and
then use the uncovered patterns to predict futures data, or to perform other kinds of decision
making under uncertainty, for example, planning how to collect more data. Machine learning
has been an active research area for more than a decade with focus on design and
development of new algorithms that allow the computers to think and decide based on data

[1].

Machine learning usually distinguishes three cases: supervised, unsupervised, and
reinforcement learning. In supervised learning approach, the goal is to learn a mapping from
input X to output Y, given a labeled set of input-output pairs [2], which is defined by a learning

function,

0 =10y}, )

where 0 is the training data set, and n is the number of training examples. In its simplest form,
each training inputs Xi could be features, attributes or covariates. More generally however, Xi
could be a complex structured object, e.g., an image, email message, segment of application,
sentence, etc. Variants of supervised learning algorithms include Bayesian Networks [3],
Decision Trees [4], k -Nearest Neighbor (KNN) [5], and Support Vector Machine (SVM) [6].

In unsupervised learning problems, we have unlabeled inputs with a learning function
defined as,

0=1{x, )

The aim is to find (or discover) interesting patterns or structures in the data set that can help to
make informed decisions. In a purely unsupervised learning problem, agent cannot learn what
to do because it has no specific output information as to what constitutes a correct action or a
desirable state [7].

In reinforcement learning, rather than being told what to do, a reinforcement agent learns
how to act or behave when given occasional reward or punishment signals. It is the most
general of the three categories. The following subsection reviews unsupervised machine
learning algorithms, explore how unlabeled data are clustered with a view to revealing some
hidden structures to detect malware applications in wireless devices.
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4 UNSUPERVISED ALGORITHMS

In unsupervised malware detection problems, we receive a large data set (e.g., emails) which
contains both normal and buried malicious data within the data set [8]. Unsupervised
algorithms have general features of able to process unlabeled data to detect malicious data
that otherwise could not have been detected. In particular, some of these algorithms can
automate the manual audit of data in forensic analysis by assisting analysts to focus on the
suspicious elements in the data.

Unsupervised malware detection algorithms make two specific assumptions about the
received data set: first, the number of normal instances outnumbers the number of malware
instances. Secondly, the malicious instances are qualitatively different from the normal
instances. Since the malware instances are both different from the normal instances and rare,
they will appear as outliers in data set, which can be detected. In the light of this, we discuss
the following unsupervised algorithms we have implemented in this work.

k-Means Clustering: The k-mean clustering algorithm is a variant of the partition clustering
technique. It is a classical algorithm [9]. Its methodology is that after an initial random
assignment to example k clusters, the centers of clusters are computed and examples are
assigned to the clusters with the closest centers. This followed with several iterations until the
cluster centers do not significantly change. Once the cluster assignment is fixed, the mean
distance of an example to clusters is used as the score. There are simple approximations that
speed up this algorithm considerably. For instance, one can project the data set and make cuts
along selected axes, instead of using the arbitrary hyperplane divisions that are implied by
choosing the nearest cluster center [10]. Details of how to speed up things are found in [10].

7 -Algorithm: The y-algorithm [11] proposed recently is a graph-based outlier which assigns to

every example the y-score, which is the mean distance to the example k-nearest neighbors. It

ignores the distances to the closer neighbors. More formally, a refined index that takes the
distances to all k nearest neighbors is given thus [11];

700 =1 X lhx- 209 ®

where y(x) is X’s average distance to its k nearest neighbors, zi(X),... zi(X) € {Xl,.., Xj}ciRd
(where R%refers to d -dimensional Euclidean space).

Divisive Hierarchical Clustering (DHC) - top-down: The divisive hierarchical clustering [12, 13]
starts with one cluster of data set and each iteration split the most appropriate cluster until a

stopping criterion such as a requested number k of clusters is achieved. Its implementation is
described in [14].
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Agglomerative Hierarchical Clustering (AHC) - bottom-up: An alternative to the top-down
method for forming a hierarchical structure of clusters is the bottom-up approach called
agglomerative clustering. This idea was proposed many years ago and has recently enjoyed a
resurgence in popularity [10]. It starts with each data set in a separate cluster and at each
iteration it merges the most similar clusters until the stopping criterion is met. Agglomerative
clustering algorithms are categorized as single-linkage, complete-linkage, and average-linkage
algorithms depending on the method each defines inter-cluster similarity.

The single-linkage algorithm defines the minimum distance between two clusters — the
distance between their two closest numbers [10]. That is, it defines the similarity of two
clusters Ciand C;jas the similarity of the least similar data Die Ciand Dj € Cjas;

S«(Ci,Cj) = Min | cos(Di, Dj | (&)
DieCi,DieC;j

where S refers to similarity and sK is single-linkage. Since this measure takes into account only
the two closest members of a pair of clusters, the procedure is sensitive to outliers; the
addition of a single new instance can radically alter the entire clustering structure.

The complete-linkage algorithm measures the maximum distance between the clusters. Two
clusters are considered close only if all instances in their union are relatively similar. More
formally, it defines the similarity of two clusters Ciand Cjas the similarity of the two most
similar data Di e Ci and Dj e Cjas;

S«(Ci,Cj) =~ Max _ | cos(Di, Dj | (5)

DieCi, DjeC;j

where ck refers to complete-linkage. This measure which is also sensitive to outliers seeks
compact clusters with small diameters. However, some instances may end up much closer to
other clusters than they are to the rest of their own cluster.

The average-linkage algorithm is a measure which tries to avoid the problem inherent in
centroid-linkage method since centroids are not instances and the similarity between them may
be impossible to define. The average-linkage method defines the similarity of two data Ciand
Ci as the average of pairwise similarities of the data from each cluster as;

Y| cos(Di, Dj) |
DieCi, DjeC;j

ninj

Sa(Ci, Cj) = (6)

where ak is average-linkage, niand nj are sizes of clusters Ciand Cjrespectively.

Quarter-sphere Support Vector Machine (QSSVM): The quarter-sphere SVM [15] detects
malicious data based on the idea of fitting a sphere onto the center of mass of data. An
anomaly score is defined by the distance of a data point from the center of the sphere.
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Choosing a threshold for the attack scores determines the radius of the sphere enclosing
normal data points.

5 EXPERIMENTAL RESULTS

In this section, we evaluate the tradeoffs of the unsupervised learning algorithms briefly
reviewed in Section 4. We evaluate the algorithms under two scenarios; first, we assume that
the training and test data come from unknown attacks. Under the second scenario, we violated
this assumption by taking data sets in which attacks unseen in training data are present in test
data. Based on these, we created 6 data sets 200, 300, 400, 500, 1000, 2000 android
applications (see Table 1). First we extract the necessary features from the applications to
identify known malware (e.g., Adware, worm, Trojan, virus, rootkit, etc.), while in the second
case, we pretend that the data sets contained malicious and normal data without classification.

Table 1: Datasets

Data Set # No. of Samples No of Features
1 200 120
2 300 145
3 400 148
4 500 175
5 1000 250
6 2000 318

We find that as the number of the samples increases, the performance difference of the
algorithms becomes slightly significant. Hence we chose to provide the experimental results of
the data set with 2000 samples (see Table 3 and Table 4). The evaluation metrics, true positive
ratio (TPR), false positive ration (FPR), accuracy, and area under the ROC curve (AUC) are
formalized and discussed in [16]. We use these formulae to obtain our experimental results as
shown in Table 2 and Table 3 respectively.

Table 2: Obtained result for known attacks.

Algorithm TPR FPR AUC Accuracy (%)
y -algorithm 0.96 0.10 0.98 98.33%
k -Means Cluste“ng 0.90 0.08 0.86 91.12%
DHC 0.91 0.11 0.92 91.01%
AHC (single-linkage) 0.93 0.09 0.93 93.04%
QSSVM 0.89 0.19 0.85 91.11%

Table 3: Obtained result for unknown attacks

Algorithm TPR FPR AUC Accuracy (%)
y -algorithm 0.98 0.08 0.99 99.54%
k -Means C|uster|ng 0.89 0.10 0.86 91.11%
DHC 0.91 0.11 0.92 91.12%
AHC (single-linkage) 0.93 0.11 0.93 93.04%
QSSVM 0.90 0.19 0.85 91.11%
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6 DISCUSSIONS

As presented in Table 2 and 3, the algorithms exhibit no significant difference in
performance between known and unknown attacks except the y -algorithm. This is because the
two data sets differ merely in the set of attacks contained in them. However, only the y-
algorithm is shown to be promising in both data sets. It is 98% (FPR) better in detecting
malware for unknown attacks as against 96% (FPR) for data sets containing known attacks.
More generally, the y -algorithm is not only significant in performance (accuracy (%)) in both

data sets, but it also better than the other algorithms tested. The k -means clustering has the
least TPR of 0.89 (see Table 3), but compares favorably with the QSSVM algorithm. Our results
corroborate the work of Borja Sanz et al., [16], Pavel Laskov et al. [17], and Stafan Harmeling et
al. [11].

The limitation of our results is that they are based on 2000 samples. We believe more
significant performance differences among the algorithms could be revealed in larger samples
(e.g., between 100,000 and more) that require more computational time and other resources.
For brevity, we leave this investigation to others.

7 CONCLUSIONS AND FUTURE WORK

We have presented an experimental framework in which the unsupervised learning
algorithms are evaluated in detection of malware in wireless devices. Our experimental results
demonstrate no major significant performance difference in both unknown and known data
sets except the y -algorithm, which is not only superior to the other algorithms but also exhibits
performance difference in both data sets. We find that as the data sets get larger, all the
algorithms exhibit some performance differences; hence we chose to present the results for
2000 samples. We believe that with larger samples, e.g., 100,000 or more data sets, the
algorithms would exhibit more significant results that could be further used to characterize
them.

In our future research, we plan to formalize analytic model to quantify both supervised
and unsupervised learning methods using common metric(s). In particular, we will analyze and
evaluate these algorithms in both static and dynamic environments. In the dynamic scenario,
we plan to introduce probabilistic models to enable us determine in real time the relative
performance of these algorithms in detecting malware and also measure what new (or
upgraded) algorithms claimed to be contributing at development stage. In doing so, scarce
resources could be channeled to only new algorithms that demonstrate promising contribution
to the current state of the art in machine learning.
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