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ABSTRACT	
In	a	society	incontrovertibly	shaped	by	information	and	communication	technologies,	
individuals	seem	to	find	it	increasingly	difficult	to	acquire	sufficient	awareness	of	the	
consequences	of	their	actions,	and	subsequently,	develop	a	deep	sense	of	ethical,	social,	
and	 professional	 responsibility.	 Focusing	 on	 this	 fundamental	 aspect	 of	 the	 complex	
relationship	between	ethics	and	technological	innovation,	which	James	Moor	defined	as	
a	 “conceptual	 muddle”,	 this	 paper	 proposes	 a	 reasoned,	 although	 by	 no	 means	
exhaustive,	review	of	50	studies	that	explicitly	cite	Moor’s	work	and	contribute,	albeit	
with	 different	 objectives	 and	 methods,	 to	 a	 more	 in-depth	 examination	 of	 the	
relationship	 between	 ethical	 evaluations	 and	 emerging	 technologies.	 The	 papers	
considered	 in	 this	 review	 are	 distinguished	 by	 methodological	 approach	 and	 some	
particularly	 relevant	 and	 recurrent	 topics,	 namely	 policy	 vacuum,	 professional	
responsibility,	ethical	education,	technological	revolution,	and	privacy.	
	
Keywords:	ethics,	information	and	communication	technologies,	conceptual	muddle.	

	
INTRODUCTION	

For	 decades	 now,	 the	 increasingly	 widespread	 and	 pervasive	 diffusion	 of	 information	
technologies	 has	 forced	 professionals,	 scholars,	 and	 more	 generally	 ordinary	 people,	 to	
redefine	their	active	position	within	society	(and	the	labor	market)	whose	connective	tissues	
appear	to	be	increasingly,	extensively,	and	incontrovertibly	innervated	by	these	technologies.	
This	 constant	and	 inevitable	 rethinking	and	critical	 analysis	process,	 as	well	 as	affecting	 the	
roles	and	identities	of	individuals,	is	particularly	evident	in	the	field	of	ethical	evaluations	[42].	
	
In	 a	 socio-political-economic	 context	 shaped	 by	 IT,	 it	 is	 extremely	 difficult,	 if	 not	 almost	
impossible,	 for	people	to	acquire	 full	awareness	of	 the	spatial	and	temporal	consequences	of	
their	 actions,	 and	 subsequently,	 develop	 a	 deep	 sense	 of	 ethical	 and	 social	 responsibility.	 In	
light	of	these	considerations,	it	would	seem	vital	that	these	“new”	ethics,	born	in	and	from	the	
context	 created	 by	 IT,	 are	 firmly	 based	 on	 a	 principle	 of	 responsibility,	 endowed	 with	 a	
collective,	public,	and	professional	dimension	and	scope	[26].	To	achieve	all	this,	and	translate	
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it	into	a	policy	commitment	at	all	the	different	levels	of	society	in	which	we	live,	requires	first	
identifying	 an	 interpretation	 key	 that	 from	 a	 theoretical	 perspective	 informs	 the	 use	 and	
diffusion	of	IT,	and	in	so	doing,	identifies	the	areas	of	greatest	ethical	criticality	of	the	so-called	
Infosphere.	In	this	regard,	worth	noting	is	that	the	importance	of	information	technologies	in	
our	 society	 and	 our	 economy	 is	 on	 the	 one	 hand	 directly	 proportional	 to	 the	 degree	 of	
complexity	of	the	phenomena	and	processes	that	we	are	called	upon	to	know,	understand,	and	
deal	with	on	a	daily	basis,	and	on	the	other	hand,	 inversely	proportional	 to	 the	 level	of	 trust	
that	interconnects	those	involved	in	these	same	phenomena	and	processes.	
	
The	conceptual	framework	emerging	here,	enriched	by	the	contributions	of	many	authors	who	
since	the	mid-80s	have	dealt	with	these	issues	and	propose	interesting	interpretative	models,	
allows	 recognizing	 the	 domains	 and	 ways	 of	 using	 IT,	 inevitably	 calling	 for	 urgent	 ethical	
reflection.	 In	 this	sense,	 taking	a	 first	 look	at	 these	models,	we	take	cue	 from	the	now	classic	
framework	 that	 Richard	Mason	 proposed	 in	 1986	 in	 a	 paper	 titled	Four	Ethical	 Issues	of	 the	
Information	Age.	After	defining	information	as	“the	means	through	which	the	mind	expands	and	
increases	 its	 capacity	 to	achieve	 its	goals”	 [28,	 p.	 5],	 the	 author	 identifies	 four	main	 areas	 in	
which	 the	use	of	 IT	 renders	“the	intellectual	capital	from	which	human	beings	craft	their	lives	
and	secure	dignity”	[ibid]	vulnerable	and	extremely	problematic	from	an	ethical	point	of	view:	
privacy,	 accuracy,	property,	 and	accessibility	 (PAPA).	Among	 these	 four	areas	of	high	ethical	
criticality,	 the	 first	 concerns	 the	 complex	 demarcation	 between	 disclosable	 and	 confidential	
information;	 the	 second	 is	 centered	 on	 the	 responsibility	 for	 the	 accuracy,	 reliability,	 and	
authenticity	of	the	information	itself;	the	third	refers	to	the	possession	of	information	and	the	
channels	through	which	it	is	transmitted;	and	the	fourth	is	inherent	in	the	type	of	information	
that	an	individual	or	a	collective	has	the	right	to	obtain	[ibid].	
	
To	 note	 is	 that	 although	 variously	 reworked	 and	 extended	 over	 the	 years	 in	 relation	 to	 the	
extraordinary	leaps	made	by	new	and	emerging	information	and	communication	technologies	
[47],	Mason’s	work	still	remains	a	constant	point	of	reference	for	the	entire	disciplinary	field	of	
so-called	computer	ethics	[30,	39].	
	
Also	interesting	to	take	into	account	are	the	contributions	of	some	scholars	who	in	parallel	to	
identifying	 the	 areas	 of	 greatest	 ethical	 concern	 of	 the	 Infosphere	 have	 highlighted	 that	 the	
new	 context	 originating	 from	 the	 rapid	 and	 profound	 transformation	 of	 IT,	 formatively	
representing	 the	 principle	 according	 to	 which	 “we	 are	 living	 in	 a	 period	 of	 technology	 that	
promises	dramatic	changes	and	in	which	it	is	not	satisfactory	to	do	ethics	as	usual”	[35,	p.	111],	
decisively	 contributes	 to	making	 the	 contours	 of	 the	 ethical	 issues	 raised	 by	 the	 spread	 and	
importance	 of	 IT	 itself	 increasingly	 flexible,	 nuanced	 and,	 in	 some	 cases,	 even	 controversial.	
Indeed,	 research	 conducted	 by	 scholars,	 such	 as,	 for	 example,	 Almasri	 and	 Tahat	 [1],	 with	
particular	reference	to	data	collected	from	university	students,	highlights	that	within	a	socio-
cultural	 environment	 dominated	 by	 the	 technologies	 in	 question,	 the	 threshold	 of	 tolerance	
towards	their	more	ethically	problematic	methods	of	use	 is	significantly	raised	[1,	3,	33,	38].	
Therefore,	 and	 as	 previously	 recalled,	 “information	 technology	 can	 create	 the	 illusion	 that	 a	
specific	action	or	behavior	 is	all	 right	because	 it	 distances	 the	 individual	 from	consequences	of	
that	 action	 or	 behavior”	 [33,	 p.	 667].	 People,	 by	 now	 completely	 immersed	 in	 the	 so-called	
digital	 context,	 ultimately	 seem	 to	 encounter	 increasing	 difficulties	 in	 defining	 their	 own	
ethical	paradigm	of	reference,	more	or	less	struggling	in	a	real	“conceptual	muddle”	[35,	p.	115].	
Thus,	 focusing	on	 James	Moor’s	 reflections	on	 this	 theme	 in	his	 aforementioned	2005	paper	
titled	Why	we	need	a	Better	Ethics	for	Emerging	Technologies,	 this	paper	proposes	a	reasoned	
review,	although	by	no	means	exhaustive,	of	50	studies	that	explicitly	and	substantially	cite	the	
aforementioned	 work	 of	 Moor,	 and	 with	 often	 heterogeneous	 objectives	 and	 methods	
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contribute	 to	 a	 deeper	 analysis	 of	 the	 complex	 relationship	 between	 ethical	 evaluations	 and	
technological	innovations.	
	

DISCUSSION	
In	light	of	these	considerations	and	the	data	gathered	in	(Annex	A)	Table	1,	to	first	note	is	that	
the	 relationship	 between	 ethics	 and	 IT,	 in	 view	 of	 the	 latter’s	 ever-increasing	 and	 often	
irreversible	pervasiveness,	appears	increasingly	complex	and	tangled.	In	fact,	“as	technological	
revolutions	 increase	 their	 social	 impact,	 ethical	 problems	 increase”	 [35,	 p.	 117],	 the	 levels	 in	
which	this	same	relationship	is	articulated	are	inextricably	intertwined	and	superimposed,	to	
the	 point	 of	 suggesting	 the	 convergence	 of	 different	 interpretative	 variables	 and	 the	
integration	 of	 several	 methodological	 and	 research	 approaches:	 from	 the	 theoretical-
philosophical	 to	 the	 socio-cultural,	 from	 the	 technical-technological	 to	 the	 legal.	 Moreover,	
none	of	these	analyses	are	sufficient	in	themselves	to	dissipate	the	depth	and	difficulty	of	the	
ethical	 questions	 raised	 by	 the	 widespread	 diffusion	 and	 dizzying	 pace	 of	 technological	
innovations.	
	
The	composition	of	Table	1	thus	reflects	(even	if	only	partially)	on	the	one	hand	the	extent	of	
the	ethical	problems	that	afflict	the	Infosphere,	and	on	the	other,	the	interdisciplinary	way	in	
which	these	problems	are	addressed	by	scholars	with	different	training,	sensitivity,	and	intent.	
In	this	regard,	the	50	studies	in	Table	1	can	be	first	subdivided	according	to	a	methodological	
criterion,	separating	the	strictly	theoretical	contributions	[e.g.,	4,	18,	53,	56,	62]	from	those	of	
an	empirical	nature,	in	turn	subdivided	into	qualitative	[e.g.,	43,	63],	and	quantitative	[e.g.,	32,	
50,	60].		
	
According	 to	 this	 first	 subdivision,	 there	 is	 a	 clear	 majority	 of	 so-called	 conceptual	 papers	
compared	to	both	types	of	empirical	studies.	
	
Secondly,	these	studies	can	be	distinguished	and	grouped	based	on	some	particularly	relevant	
and	 recurrent	 topics	 (graphically	 represented	 in	 Figure	 1),	 amongst	which,	 for	 instance,	 the	
policy	 vacuum	 theme	 stands	 out.	 With	 this	 categorization,	 many	 of	 those	 who	 study	 the	
relationship	 between	 ethics	 and	 technological	 innovation	 identify	 the	 planning	 and	strategic	
insufficiency	with	which	ethical	criticalities	are	addressed,	which	IT,	as	previously	mentioned,	
necessarily	 brings	 with	 it.	 In	 other	 words,	 a	 lack	 of	 governance	 that	 today’s	 society	 is	
committed	to	fill	from	a	political,	regulatory,	and	professional	point	of	view	to	face	the	ethical	
challenges	presented	by	the	convergence	and	omnipervasiveness	of	information	technologies	
with	a	sufficient	level	of	understanding	and	planning.	Among	the	studies	in	Table	1	that	focus	
on	 this	 delicate	 and	 crucial	 issue,	 referring	 to	 different	 technological	 contexts	 (such	 as,	 for	
instance,	 mass	 communications,	 drones,	 nanotechnology,	 and	 brain	 imaging),	 using	 various	
analysis	methods,	we	recall:	Brownsword	[6],	Hester	et	al.	[15],	Ienca	[21],	Leese	[25],	Nelson	
and	Gorichanaz	[36],	Stahl	et	al.	[48],	Wogu	et	al.	[61].		
	
In	 light	 of	 the	 contributions	 listed	 above,	 it	 may	 be	 useful	 to	 dwell	 for	 a	 moment	 on	 the	
challenge	that	these	policy	vacuums	pose	to	a	society	like	ours	that	is	increasingly	shaped	by	
new	 technologies.	 As	 is	 immediately	 clear,	 “the	 challenge	 is	 to	 conceptualize	 a	 future	 care-
oriented	approach	which	is	responsive	to	uncertainty	and	sufficiently	 flexible	 to	be	able	 to	keep	
pace	with	and	adapt	to	evolving	scientific	knowledge”	 [15,	p.	128].	To	 fill	 the	dangerous	policy	
vacuums	that	accompany	the	unrelenting	march	of	IT	would	first	of	all	require	“the	creation	of	
space	 for	 theoretically	 informed	 dialogue	 in	 a	 real-world	 context	 among	 a	 different	 range	 of	
stakeholders	 who	 have	 divergent	 values	 and	 desired	 outcomes”	 [ibid,	 p.	 134].	 Whenever	 the	
planning	perspective	is	lost,	the	creation	of	a	regulatory	environment	imposes	itself;	in	other	
words,	 “regulatory	 choices	 [...]	 must	 thus	 seek	 to	 render	 development	 and	 design	 of	 emerging	
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technologies	 desirable	 in	 the	 sense	 that	 the	 ensuing	 outcomes	 contribute	 to	 desirable	 societal	
conditions”	[25,	p.	1600].	
	
Giving	life	to	these	sets	of	norms	that	can	be	interpreted	not	only	legally,	but	also	(if	not	above	
all)	in	a	socio-political-cultural	sense,	entails	enormous	theoretical	and	practical	difficulties	in	
the	 face	of	which	a	 rigidly	prescriptive	approach	appears	 to	be	 largely	 inadequate.	 In	 fact,	 a	
unilaterally	 top-down	 governance	 model	 only	 capable	 of	 intervening	 on	 the	 relationship	
between	ethics	and	technological	innovations	ex	post	would	seem	unable	to	compensate	for	the	
delay	accumulated	[ibid.].	For	this	reason,	according	to	many	scholars	who	address	this	thorny	
issue,	 “approaches	to	governance	need	to	be	able	 to	capture	both	present	and	 future	concerns”	
[15,	p.	134]	in	such	a	way	as	to	solicit	the	development	of	an	“intellectual	and	societal	capacity	
to	anticipate	negative	consequences	before	they	arise	in	the	hope	that	such	an	approach	could	be	
the	 antithesis	 of	 the	 retrospective	 imposition	 of	 responsibility	 after	 the	harm	has	 already	 been	
done”	[ibid].		
	
Prior	 to	 proceeding	 with	 the	 commentary	 on	 the	 studies	 collected	 in	 Table	 1,	 the	 future-
oriented	attitude	briefly	introduced	here	cannot	be	considered	entirely	free	of	criticism.	In	this	
sense,	Horner	[17],	for	example,	states:	“I	don’t	believe	that	‘policy	vacuums’	[...]	might	be	filled	
in	advance	by	anticipating	them”	[ibid,	p.	258],	and	a	few	pages	later:	“My	argument	therefore	is	
that	the	conditions	required	for	the	kind	of	foresight	(knowledge	about	the	future)	to	warrant	the	
use	 of	 forecasting	 are	 almost	 entirely	 lacking.	 This	 is	 a	 radically	 skeptical	 position.	We	 simply	
don’t	have	and	indeed	cannot	have	the	requisite	information	about	the	future”	[ibid,	p.	263].	
	
As	is	evident	from	these	affirmations,	the	author	of	the	paper	in	question	decisively	attacks	the	
optimism	 (in	 his	 opinion,	 almost	 idealistic)	 of	 those	 who	 face	 the	 ethical	 criticalities	 of	 the	
Infosphere	 with	 a	 markedly	 proactive	 attitude.	 After	 all,	 as	 Horner	 himself	 reiterated:	 “The	
application	 of	 moral	 concepts	 and	 principles	 to	 new	 situations	 shaped	 by	 radical	 new	
technologies	may	be	a	matter	of	decision	rather	than	definition;	decisions	which	cannot	be	made	
before	the	event”	 [ibid,	 p.	 265].	Without	going	 further	 into	 this	 rugged	 philosophical	 terrain,	
this	 brief	 reference	 to	 one	 of	 the	 theoretical	 discussions	 arising	 from	 the	 policy	 vacuum	
problem,	 far	 from	 resolving	 its	 complexity,	 is	 deemed	 sufficient	 to	 determine,	 even	 if	 only	
vaguely,	the	vastness	of	the	problem.	
	
Having	 said	 that,	 another	 important	 concept	 that	many	 studies	 in	 this	 review	 recall,	 even	 if	
with	different	objectives	and	argumentations,	is	that	of	responsibility,	first	of	all	in	relation	to	
various	 professional	 fields,	 whereby	 “focusing	 solely	on	 technical	details,	 there	 is	a	 danger	 of	
“tunnel	 vision”	 in	 design	 of	 technology”	 [31].	 Therefore,	 the	 term	 responsibility	 in	 this	 sense	
implies	awareness	of	the	impact,	risk,	and	sustainability,	especially	in	socio-economic	terms,	of	
the	 policy	 choices	 that	 support	 and	 determine	 the	 behavior	 of	 professionals	 involved	 in	 the	
design	and	development	of	new	technologies.	In	this	sense,	we	refer	to,	for	instance,	Chatfield	
et	al.	[8],	Davison	et	al.	[10],	Meek	et	al.	[29],	Small	[46],	Wakunuma	and	Stahl	[59].	
	
To	focus	on	this	aspect	of	the	relationship	between	ethical	evaluations	and	IT,	it	may	be	useful	
to	 stress	 that	 for	 those	 who	 dedicate	 themselves	 professionally	 to	 the	 research	 and	
implementation	of	new	technologies,	it	is	extremely	important	to	address	and	understand	their	
work	through	two	complementary	levels	of	critical	reflection.	On	the	one	hand,	scientists	and	
engineers	are	called	on	to	adopt	first-level	analytical	skills,	expressed	in	an	“iterative	process	by	
which	a	professional	experimentally	finds	solutions	to	problems	using	several	lines	of	inquiry”	[44,	
p.	772].	On	the	other	hand,	they	should	be	able	to	carry	out	their	tasks,	clarifying,	by	virtue	of	
meta-reflexive	 activities,	 the	 various	 assumptions	 that	motivate	 their	 decisions	 and	 actions.	
Therefore,	 this	 second-order	 reflective	 learning,	 “involves	 reflection	 ‘on’	 the	 research	 system,	
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including	the	value-based	socio-ethical	premises	that	drive	research,	the	methodological	norms	of	
the	research	culture,	and	the	epistemological	and	ontological	assumptions	upon	which	science	is	
founded:	 the	background	 theories	and	values	of	 the	 research	 system	 itself	 become	 the	object	of	
learning”	[ibid].	Ultimately,	only	through	making	use	of	these	two	levels	of	reflective	learning	
can	 so-called	 IT	 professionals	 really	 demonstrate	 their	 ability	 to	 consciously,	 and	 hence	
responsibly,	 define	 their	 indispensable	 role	 within	 the	 technological	 galaxy	 and	 its	 related	
society.	
	
As	 other	 contributions	 in	 Table	 1	 testify,	 the	 boundaries	 of	 this	 very	 discourse	 can	 extend	
beyond	considerations	strictly	related	to	IT	professionals.	In	fact,	so	that	every	active	member	
of	the	current	(and	future)	society	is	in	a	position	to	acquire	sufficient	awareness	of	the	direct	
and	 indirect	 consequences	 of	 the	 constant	 and	 almost	 inevitable	 interactions	 with	 IT,	 and	
therefore	develop	a	deep	and	far-sighted	sense	of	ethical	and	social	responsibility,	it	is	vital	to	
focus	on	 the	main	 sources	of	 training	of	 future	 generations,	 not	 only	 professionals,	 but	 also	
scholars	and	policymakers.	Here,	education	in	the	discussion,	study,	and	ethical	evaluation	of	
the	most	problematic	and	controversial	uses	of	emerging	technologies	can	play	a	fundamental	
role	in	providing	the	protagonists	of	some	of	the	more	pressing	challenges	of	our	time	with	a	
compass	that	allows	them	to	orient	themselves	between	one	policy	vacuum	and	another,	and	a	
beacon	 capable	 of	 removing,	 even	 temporarily,	 the	 mists	 of	 the	 conceptual	muddle.	 In	 this	
regard,	studies	dedicated	to	the	theme	of	ethical	education	include,	for	instance,	Hoover	et	al.	
[16],	Huggard	and	McGoldrick	[20],	Lau	and	Yuen	[24],	Saab	[40],	Tolnaiová	[55].		
	
To	 note	 is	 that,	 despite	 the	 purely	 illustrative	 value	 of	 the	 studies	 just	mentioned,	 this	 very	
small	 sample	 of	 works	 dedicated	 to	 ethical	 education	 points	 to	 the	 great	 importance	 and	
effectiveness	 of	multidisciplinarity.	 In	 fact,	 only	 by	 drawing	 on	 the	 technical	 and	 theoretical	
knowledge	of	scholars	and	professionals	from	the	most	diverse	disciplines	can	we	attempt	to	
outline,	 albeit	 in	 a	 relative	 and	 always	 integrative	 form,	 a	 paradigm	 that	 allows	 individuals	
immersed	 in	 the	 Infosphere	 to	 critically	 understand	 and	 actively	 address	 the	most	 ethically	
problematic	aspects	of	the	digital	context.	In	other	words,	to	be	able	to	profitably	deepen	the	
understanding	 of	 the	 complex	 relationship	 between	 ethics	 and	 technological	 innovation,	 the	
construction	of	a	“common	ground	between	scientific	and	ethical	expertise	from	which	the	wider	
ramifications	of	scientific	developments	can	be	assessed	at	the	earliest	possible	stage”	[43,	p.	208]	
is	decisive.	
	
Continuing	 the	 analysis	 of	 the	most	 recurrent	 topics	 among	 the	 studies	 in	 Table	 1	 requires	
referring	 to	 the	 concept	 of	 technological	 revolution,	 the	 real	 backbone	 of	 Moors’	 entire	
reflection.	 In	 this	 regard,	 starting	 from	 the	 preliminary	 assumption	 that	 “the	 impact	 of	 the	
technology	on	society	is	what	marks	it	essentially	as	revolutionary”	[35,	p.	112],	the	author	of	the	
essay	 on	 which	 this	 entire	 review	 is	 based	 believes	 that	 technological	 revolutions	 are	
characterized	 by	 three	 different	 development	 stages:	 “the	 introduction	 stage,	 the	permeation	
stage,	and	the	power	stage”	[ibid].	In	the	passage	from	one	revolutionary	stage	to	the	next,	the	
pervasiveness	of	 the	 technology	 in	question	progressively	 increases,	 its	production	becomes	
more	 and	 more	 massive,	 its	 costs	 decrease,	 and	 last	 but	 not	 least,	 the	 controversies	 of	 an	
ethical	nature	that	it	generates	become	deeper	and	more	inextricable.	As	Moor	himself	rightly	
pointed	out,	 to	be	able	 to	unfold	 in	 this	way,	 this	 technological	revolution	model	can	only	be	
placed	in	a	“liberal	democratic	state	in	which	market	forces,	even	if	regulated,	play	an	important	
role”	 [ibid].	 In	 light	 of	 these	 considerations,	 among	 the	 studies	 of	 Table	 1	 that	 refer	 to	 the	
theoretical	framework	briefly	outlined,	we	recall:	Horner	[19],	Mariscal	and	Petropanagos	[27],	
Stylianou	and	Talias	[51].		
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Before	 proceeding,	 it	 may	 be	 of	 some	 interest	 to	 point	 out	 that	 the	 aforementioned	 David	
Horner	 directly	 criticized	 Moor’s	 theoretical	 approach,	 contesting	 the	 teleological	
ineluctability,	 and	 denouncing	 it	 as	 technological	 determinism.	 According	 to	 the	 author,	
“revolution	 has	 all	 the	 qualities	 of	 a	metaphor	 out	 of	 control”	 [19,	 p.	 304],	 since	 “this	way	 of	
putting	things	seems	to	suggest	that	technologies	are	some	form	of	force	external	to	society	that	
will	[...]	radically	transform	our	life	world”	[ibid,	p.	302].	In	sum,	although	the	discussion	of	such	
criticism	 would	 end	 up	 transcending	 the	 scope	 and	 objectives	 of	 this	 paper,	 according	 to	
Horner	himself,	the	concept	of	technological	revolution	developed	by	James	Moor	and	briefly	
set	 out	here	 “overstates	characteristics	of	 (technical)	novelty,	upheaval	and	 inevitability	at	 the	
expense	of	a	more	subtle	appreciation	of	the	role	of	social,	economic,	cultural	and	ethical	values	in	
shaping	the	trajectories	of	information	and	communication	technologies”	[ibid,	p.	307].	
	
Among	 the	most	 transversal	 topics	 of	 the	 entire	 review,	 the	 by-now	 classic	 issue	 of	privacy	
merits	a	mention,	as	referred	to	 in	 the	 introductory	paragraph,	and	to	which	we	now	return,	
highlighting	from	among	many	others	the	following	studies:	Bülow	and	Wester	[7],	Culnan	and	
Williams	 [9],	De	Saulles	and	Horner	 [11],	Friedewald	et	 al.	 [13],	 Jurkiewicz	 [23],	Tavani	 and	
Grodzinsky	[52],	Turculeţ	[57].		
	
As	can	be	seen	from	the	variety	of	these	partial	references,	privacy	is	one	of	the	most	burning	
and	mandatory	ethical	issues	among	those	raised	within	the	magmatic	IT	landscape.	Given	the	
impossibility	 of	 venturing	 into	 even	 a	 superficial	 analysis	 of	 the	 countless	 philosophical1	or	
socio-cultural	facets	(just	to	mention	a	few)	of	this	fundamental	theoretical	juncture,	it	may	be	
useful	 to	 highlight	 that,	 precisely	 due	 to	 its	 enormous	 complexity,	 this	 theme,	 which	 for	
decades	 has	 engaged	 anyone	 looking	 critically	 at	 the	 universe	 of	 information	 and	
communication	technologies,	constitutes	a	unique	field	of	convergence	for	all	the	topics	(policy	
vacuum,	professional	responsibility,	ethical	education,	 technological	revolution)	dealt	with	 in	
this	paper.	Thus,	 in	 the	 final	 analysis,	 the	 literature	 review	presented	 in	Table	1,	reaffirming	
that	 the	 central	 issue	 of	 privacy	 imposes	 itself	 on	 the	 attention	 of	 commentators	 in	 every	
possible	 interpretation	 of	 the	 relationship	 between	 ethics	 and	 technological	 innovation,	
follows,	at	least	to	some	extent,	in	the	path	of	the	aforementioned	PAPA	framework	that	Mason	
proposed	in	1986,	and	subsequently	deepened	and	consolidated	by	Ming	et	al.	[30]	and	Peslak	
[39],	amongst	others.	
	 	

																																																								
	
1	For	a	significant	theoretical-philosophical	study	on	this	subject,	see	Moor	[34]	and	Nissenbaum	[37].	
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Figure	1.	Studies	grouped	according	to	methodology	and	relevant	topics	(our	elaboration).	

	
	

CONCLUSION	
This	 reasoned	 literature	 review,	 starting	 from	 some	 general	 reflections	 on	 the	 complex	
relationship	between	ethical	 evaluations	and	 technological	 innovations,	highlights,	 albeit	not	
exhaustively,	 that	 individuals	 struggling	 with	 ever-pervasive	 technologies	 are	 finding	 it	
increasingly	difficult	to	define	their	own	ethical	paradigm	of	reference.	The	conceptual	muddle,	
enveloping	 the	 entire	 digital	 context,	 affects	 the	 relationship	 between	 ethics	 and	 emerging	
technologies	in	every	possible	way,	including	those	on	which	we	focus	here	with	the	help	of	the	
studies	collected	in	Table	1.	In	this	regard,	the	topics	identified	as	the	most	relevant	are:	policy	
vacuum,	 professional	 responsibility,	 ethical	 education,	 technological	 revolution,	 and	 privacy.	
The	 largely	 partial,	 relative,	 and	 conceptual	 nature	 of	 the	 present	 research	 on	 the	 one	 hand	
necessarily	lends	itself	to	numerous	revisions	and	integrations	of	a	theoretical	nature,	and	on	
the	 other	 hand,	 might	 to	 some	 extent	 offer	 potentially	 interesting	 cues	 for	 empirical	 and	
quantitative	investigations.	In	particular,	this	research	provided	the	theoretical	framework	of	
reference	 for	 the	 creation	 of	 a	 questionnaire,	 within	 the	 ISEA	 (Information	 Systems	 Ethical	
Attitudes)	 research	 project,	 promoted	 by	 the	 Department	 of	 Business,	 Law,	 Economics	 and	
Consumer	 Behavior	 “Carlo	 A.	 Ricciardi”	 of	 IULM	 University	 of	 Milan,	 the	 Appalachian	 State	
University	 and	 the	 University	 of	 Évora	 to	 1868	 university	 students	 in	 8	 different	 countries	
(USA,	 Spain,	 Portugal,	 Italy,	 Czech	Republic,	Hungary,	 Kazakhstan	 and	Cape	Verde)	with	 the	
aim	 of	 recording	 the	 various	 attitudes	 and	 perceptions	 toward	 ethical	 issues	 in	 the	 use	 of	
Information	Technologies.	
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ANNEX	A	-	TABLE	1.	50	STUDIES	THAT	CITE	MOOR	[35]	(OUR	ELABORATION).	
	

N	 Contribution	 Purpose	 	Methodology	
[2]	 Bacchini	2013	 This	paper	focuses	on	the	question	of	whether	nanotechnology	is	giving	rise	to	

new	ethical	problems	rather	than	merely	to	new	instances	of	old	ethical	
problems.	

CP	

[4]	 Brey	2012	 This	paper	presents	a	new	approach	to	the	ethics	of	emerging	information	
technology	called	anticipatory	technology	ethics.	

CP	

[5]	 Brownsword	
2009a	

This	paper	focuses	on	the	question	of	whether	“nanoethics”	should	be	treated	
as	a	special	essay	in	ethics.	

CP	

[6]	 Brownsword	
2009b	

This	paper	focuses	on	the	challenge	of	creating	the	right	kind	of	regulatory	
environment	for	new	brain	imaging	technologies.	

CP	

[7]	 Bülow	&	
Wester	2011	

This	paper	discusses	several	practical	solutions	of	how	to	protect	people	
against	the	risks	of	social	networking	sites	and	shows	how	they	are	related	to	
the	issue	of	paternalism.	

CP	

[8]	 Chatfield	et	al.	
2017	

This	paper	examines	the	extent	to	which	risk	management,	including	ethical	
and	social	issues,	is	relevant	to	companies.	

QN-R	

[9]	 Culnan	&	
Williams	2009	

This	paper	focuses	on	managerial	responsibility	for	firms'	organizational	
privacy	behaviors.	

QL-R	

[10]	 Davison	et	al.	
2009	

This	paper	examines	the	ethical	reasoning	of	IT	professionals	in	Japan	and	in	
the	People’s	Republic	of	China.	

QN-R	

[11]	 De	Saulles	&	
Horner	2011	

The	purpose	of	this	paper	is	to	explore	ethical	issues	arising	from	the	mass	
deployment	of	mobile	technologies.	

CP	

[12]	 Duho	et	al.	
2019	

This	paper	examines	how	students’	embracing,	knowledge	and	ability	to	make	
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